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Executive Summary

Since at least 2005, Russia’s leadership has believed itself to be at war with the West. This war is
not primarily one of kinetic combat though recent moves suggest that Moscow believes such a war
is increasingly conceivable. Rather it should be described as a new form of political warfare that
derives in many from Soviet precedents.

Political warfare is a whole of government strategy where military forces play a vital but not
necessarily primary role in the strategic rivalry with Washington. Their purpose is first to
intimidate and then to deter the West, acquire a usable military superiority over neighbors and on
Russia’s frontiers, and sustain the regime and its view of Russia as a great power that is under
perpetual siege from abroad.

The strategy then is one of “cross-domain coercion” as coined by Dmitry Adamsky and it ranges
globally. Even as Moscow builds up its conventional and nuclear weapons (despite economic
constraints that have even forced reductions in defense outlays) from the Arctic to the Levant, it
conducts an unrelenting asymmetric information and cyber warfare that targets key socio-political,
infrastructural institutions and grids, uses energy, organized crime, media and intelligence
subversion and subsidization of foreign politicians, movements and parties for its aims.

Since 2016, the West has begun to come to terms with this “phalanx” of forces but it is clear that
much more has to be done for Russia enjoys conventional superiority in Europe along its frontiers,
is conducting an unopposed information warfare and the non-kinetic domains of its strategy are
operating uninterruptedly.

However, we cannot simply dismiss the military aspect given Russia’s problems and NATO’s
superiority on paper. Even if Moscow prefers not to wage an actual war against the West, it
continues military operations in Ukraine and Syria while threatening NATO members from the
Arctic to the Mediterranean and by regularly making nuclear and conventional probes and overt
threats. Recent trends show that the Russian government is deliberately fostering a domestic
mobilization program and war psychosis against the West.

Therefore, it is essential that we grasp Moscow’s strategy and formulate an appropriately
competitive one to negate its strengths and induce it to make strategic decisions that reduce its
ability to mount successful challenges to the U.S. Apart from the incessant information and
political warfare campaign, Moscow’s nuclear buildup, which now includes both countervalue and
counterforce weapons, aims not to escalate to deescalate in wartime but rather at a much broader
concept.

This concept is escalation control, namely the ability to control all the phases and potentials for
escalation throughout any crisis from start to finish. In achieving this outcome Moscow will both
intimidate and deter NATO into accepting Russian faits accomplis, e.g. Crimea or Syria. In this
way Moscow can exercise untrammeled sway over the former Soviet space and convince itself, its
subjects, and the rest of the world that Russia is truly the great power it conceives itself to be.

In that case the U.S. and its allies will then have to treat it as an equal, essentially allowing it veto
over U.S. and NATO military actions, and acknowledging it as having an unquestioned sphere of



influence in Eastern Europe, i.e. not only the former Soviet Union but even the Warsaw Pact
territories. At the geopolitical level this is a strategy of inciting and exploiting every conceivable
source of division in world politics, engendering an arms race that Russia thinks had already begun
against it, and extending its claim to strategic real estate from the Arctic to the Mediterranean and
global influence beyond those parameters.

This strategy also dictates the necessity of not just friendship with China but arguably of an alliance
to force the West into accepting Russia’s self-valuation and claims. This is not a formal alliance
like NATO but the two powers share common frameworks of self-representation, a common
animus towards U.S. values and power, and a desire to rewrite the rules and territorial parameters
of the current international order to reflect more accurately what they believe is their rising and
our declining power.

Russia, in response to its transformed strategic environment, capabilities, and understanding of
contemporary war, has long since formulated and begun to execute a strategy that challenges the
U.S. across multiple domains and territories from the Arctic even to South America, e.g. its
position in Cuba, Venezuela, and Nicaragua.

At the same time, Russia is also cementing a multi-dimensional alliance with China and
threatening an offensive military and nuclear strategy. The persistence of this strategy and its
refinement over a decade of policy requires that we too recognize that we are under attack and will
be for some time to come. Therefore the West must formulate and execute our own equally
competitive strategy.

We are confronted by a Russian adversary not only in possession of new weapons but also with
new tactics and innovative thinking about contemporary warfare. Therefore we must also
disenthrall ourselves and think anew about that subject. This requires more than new, advanced
weapons as promised by the third offset strategy.

Europe is under attack whether it accepts it or not. And Putin’s Russia is an implacable foe, i.e.
one that cannot be placated, for it will regard dialogue as surrender and proof of its allegations
concerning the West’s lack of moral fiber. Moreover, war is inherent in Putin’s project as is empire.
And if we are at war a strategic response is necessary that utilizes all the instruments of power and
deploys them wisely

Therefore business as usual, as many recommend, is not an adequate reaction to our unexpected
situation. Strategy, operations, force structures, tactics, and not least operational and strategic
concepts as well as intelligence must be upgraded and adapted to contemporary requirements. That
also means repairing broken national security policy structure so that we can bring to bear the full
weight of state capacity upon our strategic challenges. All this must be a dynamic process with
constant readjustment given the dynamic nature of our time. This is a heady task for any
government but we all understand that today the world has no good alternative to American
leadership.



Russia Is At War With The West

NATO now acknowledges the growing challenge of Russia among other global threats but it and
the governments who compose its membership refuse to acknowledge the fact that Russia is at war
with the West and sees the West as an inveterate adversarial force.> Moreover, Russian conduct
has steadily become more brazen.

Thus Russia’s cyber and information warfare operations against the U.S. during the 2016 elections
were carried out in ways that virtually announced that it was Russia that was attacking U.S.
networks and defying Washington to retaliate against it.?

Putin and his subordinates have long since convinced themselves of the existence of threats from
policies or systems that do not exist. There has been no systematic policy of democracy promotion
for years from the West notwithstanding Russian complaints or the laments of those Western
groups who support such programs.

Thus Russia has created an endlessly self-generating feedback mechanism of supposedly mounting
threats that it must constantly intensify to sustain its unreformed political system and mobilization
state and economy yet which do not, in fact, exist. Thus it would be relatively easy for Putin’s
regime to persuade itself into believing that it is under imminent threat when no such threat exists.

This perspective underlies Moscow’s belief in the necessity of permanent mobilization,
militarization and information warfare (IW). Moscow’s investment in the appurtenances of
information warfare (IW) stems from its belief that it already is in a state of war with the West led
by the US and that the internet in all its manifestations is an appropriate domain for conducting
this war.® And at least some members of the administration like UN Ambassador Nikki Haley have
asserted (rightly) that Russian cyber interference in the integrity of our electoral process is
“warfare.”*

Putin’s war against the West is directed against the U.S. and allied governments’ political and
societal institutions to secure Putin’s regime and undo the post-Cold War settlement, particularly
in Europe. But it should be understood that for Russian leaders Europe is and has been since Stalin
nothing more than a satellite of Washington’s. They regularly decry this phenomenon as unnatural
but that is what they see. Thus in August 2017, Foreign Minister Sergei Lavrov stated that,

Anywhere, in any country — in Eastern Europe, in Central Europe — there are a lot of facts
when the U.S. embassy literally runs the [political] processes, including the actions of the
opposition — - | think they [ American] themselves don’t consider it an intervention because,
first they [think they] can do anything, and second, it’s in their blood.®

And in his interview with American film director Oliver Stone Putin stated that, NATO, “today it
is an instrument of American foreign policy. There are no partners in it, only vassals.”®

But this is not a recent war. VIadimir Putin has been at war with the U.S. and the West for over a
decade.” Already on January 18, 2005 Defense Minister Sergei Ivanov told the Academy of
Military Sciences, that,



Let us face it, there is a war against Russia under way, and it has been going on for quite a
few years. No one declared war on us. There is not one country that would be in a state of
war with Russia. But there are people and organizations in various countries, who take part
in hostilities against the Russian Federation.®

More recently, Dmitri Trenin, Director of the Carnegie Endowment’s Moscow office observed
that, for some time,” the Kremlin has been de facto operating in a war mode.”® One sign of this
war is that by 2007-08, European Security services were reporting an enormous expansion in
Russian espionage, both traditional and economic, across Europe.'® That war is manifested in
current military Russian thought as the promotion of “color revolutions” which the Russian
military as any insurgency against authoritarian regimes in the recent past.!

In fact we may argue that war has been and is inherent in Putin’s project from the beginning.
Indeed, some analysts trace covert actions against Rusia’s neighbors back to 1992 and the Russian
interventions in Abkhazia and Moldova.'? Autocracy, Putin’s legacy from the Tsars and Soviets,
presupposes empire in Russia and empire under present conditions all but forces Russia into a
constant state of threat, if not war, against its neighbors since it is consumed with projects that
diminish their sovereignty if not their territorial integrity.

Indeed, as Russian civilian and military leaders came around to the consenus that the West was
behind all these color revolutions and was looking to destabilize Russia, they concluded that not
only did Russia have to wage a counter or asymmetric war against the West, but that it also had to
become more autocratic and militaristic to save itself. 1*

This inherent gravitaton towards militarizaiton is inextricable from the fact that Russia continues
to visualize itself as an empire. Already in 2000 Alexei Malashenko observed that Russia’s war in

Chechnya is logical only if Russia continues to regard itself as an empire.14 Similarly Alexander
Etkind observed in 2011 that Russian history remains one of internal colonialism.'® As Professor
Alfred Rieber of the Central European University has written, “For Russia there was no hard and
fast distinction between colonial questions and the process of state building. This was not true of
any other European state.”*®

This was also the situation in Soviet times as well where the state structure, domestic and foreign
policy all came together and remains the case today.'” The wars in both Ukraine and the North
Caucasus confirm that this is still the case. Indeed, Trenin, along with many other analysts, has
acknowledged that Putin’s Russia is a Czarist state and this designation applies to more than just
Putin’s personal status.'® As a result the wars in the North Caucasus, like the war in Ukraine,
possesses extraordinary resonance for Russia’s past, present and future State structure. Therefore,
we have good grounds to assert that the resort to war is inherent in the nature of the Putin state and
program.®

The structure and nature of Russian politics also generates a constant predisposition to magnify a
sense of threat, if only for domestic purposes, and a tendency towards securitization and even
militarization of many if not all aspects of Russia’s politics, economy, and political rhetoric.?® In
other words, the default option of Putin’s autocratic system which melds together kleptocracy, the
ethos of Russian organized crime, the KGB and its successors and the Russian autocratic-imperial
tradition inclines towards conflict with the West and repression at home.
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As the Spanish prosecutor Jose Grinda who has investigated Russian criminal syndicates in Spain,
stated, in the Russian case “one cannot distinguish between the activities of the government and
organized crime groups.”?! Indeed these two elements of Russian governance are inextricably tied
up together and so Russian autocracy as such presupposes a conflict against the West even though
the nature of the leader’s personality is crucial.?? If we consider that Illarionov’s so-called wars
also include “non-violent” conflicts and the possibility of heightened domestic repression using
the instruments of force, this essay represents an inquiry into Putin’s wars and his “asymmetric
strategy.”

In accordance with this statement, Russian officials have long believed and publicly professed that
since 2003 the U.S. has been trying to foment democracy campaigns in Russia and the CIS to
undermine existing regimes there.?® Accordingly they continually promote the image of Russia
being a besieged fortress surrounded by linked enemies: foreign governments and democratic
reformers.?* They thus extend further into contemporary Russian discourse the Leninist paradigm
of linked internal and external threats and the justification for repression that accompanied that
paradigm.

Today, professional Russian military writing defines the term “color revolution” essentially as an
uprising stage-managed from outside by external political actors with an interest in the constitution
of power in the affected state. The citizens of that state are merely passive bystanders or puppets
of this external manifestation, a clear projection outward of how the Russian government views or
wants to view its own citizens, and also the threats to it from their arousal.?®

Furthermore this sense of being under perpetual threat from within and without means that Russian
foreign (and defense) policy approaches its tasks from the standpoint of what the German
philosopher Carl Schmitt called the presupposition of enemies or of conflict.?® We should take
special note here concerning the explicit statement that the spread of democracy is a mortal threat
to Russia’s rulers in and of itself.

Hence the demand for a free hand at home and abroad. But the demand for a free hand means an
unconstrained foreign policy based wholly on power and the interests of the state conceived of in
the most atavistic and unbridled form of Realpolitik, another example of the presupposition of
being encircled by enemies.?” And it invariably devolves into a regime based on nothing more than
pure power, i.e. nihilism.

Newly emerging factors reinforce this disposition towards conflict and militarization. Since Putin
cannot and will not offer Russians economic reform, he must offer instead imperial circuses to
solidify his domestic standing. And since the “war party” is ascendant in Russia, it too must orient
policy towards repeated probes if not confrontations with the West.?®

Beyond these factors the geopolitical presence of China also drives Russia to confront the U.S. to
secure recognition as a great power.?® As Krastev also observes,

Contrary to conventional wisdom, Russia’s craving for global power status is not simply
about nostalgia or psychological trauma. It is a geopolitical imperative. Only by proving
its capacity to be a 21st century great power can Russia hope to be a real, equal partner
with countries like China, which it needs to take it seriously. Believe it or not, from the



Russian perspective, interfering in the American presidential election was a performance
organized mostly for the benefit of non-American publics.®

Moreover, “If Russia does not gain recognition internationally, this would have repercussions in
terms of identity problems and raise questions about the ability of the state to guarantee order and
society.”3! Therefore we should expect more probes, including nuclear ones or conventional
threats backed up by nuclear saber rattling.

Putin's Way Of War

We make a grave mistake if we fail to realize that Putin and the Russian government have a
strategy. Putin, despite the widespread view to this effect, is not a mere tactician or an uncannily
gifted one but he does have a strategy.? To say this is not to make Putin out to be a strategic
genius. It is only because of the U.S.” seemingly inherent strategic insolvency and incompetence
in crafting a grand strategy over the last generation that Putin has succeeded as much as he has and
his reign has been marked by major strategic failures, e.g. in regard to Ukraine. Possession of a
strategy does not ensure that it is a high-quality one, let alone a genius-like one.

Consequently, as Clausewitz indicated above, the first, and most critical or supreme and far-
reaching task of our leaders is to recognize that our socio-political center of gravity as well as those
factors of our allies, our values and our defense interests are under attack and respond accordingly.
In the light of the new concept of security and of continuing astonishing technological
developments, this war is not primarily or even necessarily one of combat operations though such
operations are constantly being threatened and oblige us to prepare to meet or conduct those kinetic
threats.

Rather the war is against institutions and values that impart resilience and integrity to our society
and state. It is fought using the full range of the instruments of power: diplomacy, information,
military power and economics (including energy), referred to as DIME. Therefore the priority U.S.
response is not a military one, though major investments are surely needed here. Rather we call
upon the U.S. and the West to grasp the overarching cross-domain coercive strategy being
deployed against it and to respond in analogous fashion, i.e. by a truly strategic multi-domain
approach.

This war is fought simultaneously across numerous geographical theaters on multiple levels
including not just those material elements listed above but also the cyber sphere and mass media
and is thus an ongoing psychological struggle in which the effective deployment of information
constitutes a robust force multiplier that can be cheaply, repeatedly, and massively deployed at
little cost to unhinge or derange an adversary and its society.

Russian leaders, like their Soviet forbears, seek to compensate for military and economic weakness
relative to the other great powers have thus innovated what they call a new generation of war or
new type of war much as Lenin and Stalin used the international Communist movement and mass
propaganda, along with a gradually developing Red Army in the interwar years, to lay the
foundation for a permanent state of siege in world politics that only ended with the collapse of the
Soviet Union in 1991. Not surprisingly, a leadership composed of KGB alumni under Putin has
resurrected that kind of thinking and warfare, shorn of its Marxist ideology, but with its mentality



and tactics fortified by new technologies and new tactics deriving from the reach of that
technology.

Consequently the Russian strategy, for all its innovation, grows out of profound Russian and Soviet
historical roots and must be understood in the light of Russo-Soviet categories of thought and
action, to be countered.®® Mirror imaging or complacent self-regard that our way of thinking and
doing is better and that we only need do more of what we are doing or do it better will fail to come
to terms with the current war and result in severe losses. Therefore it is incumbent upon us to grasp
the nature of our situation and to innovate in both thought and action to meet these new challenges.

Although Russia more often than not utilizes non-kinetic tools like active measures, cyber and
information warfare, and the energy weapon among others, this war features a profound
militarization of Russian policy and an aggressive threatening posture towards the outside world.
For example, in October 2017, Putin took the unusual step of publicly announcing his personal
participation in a nuclear exercise using all three elements of Russia’s nuclear triad.** Putin also
attested to the ongoing militarization of Russian policy by announcing that over 2,500 military
exercises had taken place in 2017.%

This is hardly surprising as Russia long ago abandoned any effort to impose democratic controls
over its security services and has assigned its military intelligence service the GRU to formulate
that threat assessment. Thus this hostile posture and the pervasive state message of Russia being a
“besieged fortress™ is an essential component of Putin’s domestic and foreign policy.

The resort to non-kinetic and information warfare, as defined by Moscow as the primary
instrument of this warfare reflects Russia’s understanding that coordinated cyber and informational
strikes, along with the synchronized use of all the other elements of DIME is what embodies
contemporary warfare and that on this ground it can compete equally with the West.%® Indeed,
much writing on Russian information and cyber war (which for Russian thinkers and writers are
really two sides of the same coin) is not only the most important domain of contemporary war, but
also under certain circumstances, it can, by itself lead to victory and the enemy’s strategic
capitulation.” The Russian definition of the terms cyber warfare (kibervoina) or information war,
(informatsionnaya voina) or information confrontation (informatsioonoe protivoborstvo) is
holistic.

In other words, cyber is regarded as a mechanism for enabling the state to dominate the
information landscape which is regarded as a warfare domain in its own right. Ideally, it is
to be employed as a whole of government effort along with other, more traditional,
weapons of information warfare that would be familiar to any student of Russian or Soviet
military doctrine, including disinformation operations, PsyOps, electronic warfare, and
political subversion.®

Indeed, Russian military and civilian leaders alike increasingly expect that what they define as
information warfare (IW), which includes cyber-strikes against critical infrastructure and C4ISR
targets alike, will be the first strike of this war with the exception that IW goes on continually
without letup.®



Moreover, they have for a long time fully believed that the U.S. and its allies are waging such war
against Russia to the point of actually supporting terrorism as well as IW and Russian dissidents.*°
From Moscow’ standpoint, NATO, even without being aware of it, has evolved what Paul Schulte
calls a “strategic destabilization” capability,*! or “cross-domain coercion.”*?

Cross-domain coercion has paid off for Putin because it grows out of his earlier experience in
subordinating Russia to his rule through a domestic IW campaign in the first years of his
presidency and thus is a proven concept.*> Consequently he and his team have grasped the critical
importance of information to contemporary societies.*

Furthermore, leading Russian military figures like former Chief of Staff, General Yuri N.
Baluyevsky and retired General Makhmut A. Gareyev, President of the Academy of Military
Sciences, have openly discussed threats to Russia in which the country might suffer even a
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crushing defeat without a shot being fired. Already a decade or so ago Gareyev stated that,

The breakup of the Soviet Union and Yugoslavia, the parade of “color revolutions” in
Georgia, Ukraine, and Kyrgyzstan and so on show how principal threats exist objectively,
assuming not so much military forms as direct or indirect forms of political, diplomatic,
economic, and informational pressure, subversive activities, and interference in internal
affairs... The RF’s security interests require not only that such threats be assessed, but also

34
that effective measures of countering them be identified.

In today’s environment, security no longer means primarily or exclusively the defense of the realm.
Rather it denotes the resilience of a society to meet the multifarious challenges confronting it,
including military defense. The integrity and resilience of societal and political institutions today
is what Clausewitz would have called the center of gravity from which power springs for all
belligerents in this war. In this perspective the centrality of accurate and true information to all
socio-political activity, not just kinetic combat operations become quite clear.

Therefore Russian leaders and theoreticians rightly emphasize the information-psychological
aspect of war as the most critical element, even more than actual combat operations and invest
much time and resources to derange and unhinge actual and potential opponents. They see IW as
a first strike and as something that can be waged continuously even in peacetime.*® Thus cross-
domain coercion actually represents a form of warfare targeted on societies and states’ resilience
and ability to comprehend and act upon reality.

These tactics highlight the fact that the psychology and character of the regime are essentially
those of an intimidation culture. As the writers Andrei Soldatov and Irina Borogan observe, “The
Putin system is all about intimidation, more often than actual coercion, as an instrument of
control.” % The emphasis on nuclear weapons not only relates to this system or culture of
intimidation, it also fully comports with the long-standing element of Russian political culture that
relies on the external projection of fear in order to augment the regime’s domestic support.*’

Consequently Putin’s strategy has been to amass instruments comparable to what he and his
entourage believe the West is deploying against them and deploy them preemptively and
uninterruptedly against the West. Moreover, while the West devalues nuclear weapons in rhetoric
and policy Russia must elevate their utility because it lacks other means of suasion that can be
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deployed instead of nuclear weapons and intimidating threats.*® This effort at nuclear intimidation
continues.

The guidelines for this kind of war came right from Putin. In February 2012, Putin published a
manifesto entitled “Rossiya | Menyayushchiyisiya Mir” (Russia and the Changing World) wherein
he wrote that,

The notion of “soft power” is being used increasingly often. This implies a matrix of tools
and methods to reach foreign policy goals without the use of arms but by exerting
information and other levers of influence. Regrettably, these methods are being used all
too frequently to develop and provoke extremist, separatist, and nationalistic attitudes, to
manipulate the public, and to conduct direct interference in the domestic policy of
sovereign countries. There must be a clear division between freedom of speech and normal
political activity on the one hand, and illegal instruments of “soft power” on the other. The
activities of “pseudo-NGOs” and other agencies that try to destabilize other countries with
outside support are unacceptable.*®

Thus Putin’s subsequent attacks on NGOs hardly came as a surprise. Neither is it a surprise that
Putin subsequently began his systematic and ongoing campaign to enlist the special services to
expand their coordination to prevent extremist and terrorist propaganda in the global information
space.™®

It should be emphasized here that the doctrine’s guidance is that these measures be launched in
advance of actual combat operations, thus indicating that Information Warfare (IW) and
Information Operations (10) are peacetime affairs and not just wartime activities. In other words,
IW and 10 should occur all the time.

Corresponding to that understanding, A.A. Strel’tsov, a prominent Russian theorist of IW, defined
an IO as, “activities coordinated in terms of time, efforts, and objectives performed by agents to
implement government information policy over a relatively long period of time that are directed
at carrying out mid-term or short-term political tasks.” In other words what we consider to be a
time of peace, i.e. the absence of actual hostilities, Russia, as a matter of doctrine and policy is
carrying out massive IW campaigns.

Russian leaders take both aspects of IW or information confrontation quite seriously. Chief of the
General Staff, General Nikolai Makarov observed in early 2012 that while land and sea have
ceased to be the main theaters of war, the focus has shifted into the aerospace and information
spheres, including cyber security. Moreover, wise use is made of “asymmetric action, [and] the
initial period of hostilities has begun to exercise a decisive effect on the way a war is waged and
on its outcome.” Both kinds of IW can be used in that period.>? In this context it is hardly
remarkable that President Medvedev tasked the armed forces in 2011 to develop measures “to
destroy the information and control assets of an ABM system as part of a campaign emphasizing
the information-technical aspect of IW.” 53

Russian definitions of IW and 10 are notable because they openly talk of a long campaign that is
carried on in peacetime to undertake what amounts to an information/intelligence preparation of
the battlefield that can long precede the actual manifestation of overt conflict, as was the case in



Estonia and Georgia. Here again the distinction between peace and war has been effaced,
indicating that from Moscow’s standpoint “war is peace” and is being waged conintinually, even
now.

Therefore we can argue that at least in the efforts to influence a society’s “information space,”
there is no distinction between war and peace and some would also argue among war, peace, and
the use of social technology for criminal purposes. This is a new phase in a process of “neither war
nor peace” and a direct continuation of the Leninist tradtion of a constant state of siege within and
between states, societies, and blocs. Similarly there is no hard and fast definition, unlike U.S.
thinking, between war and peace. Conflict in this environment is constant and one major target,
especially in domestic political arenas or among populations at war with each other, is the
mentality of the “home front”.

Therefore the following observations apply to Russia with particular force for several reasons.
First, the expansion of the “theaters” of military operations from purely battlefield phenomena to
the totality of states’ physical and socio-political networks can be construed as a direct evolution
from the Leninist theory of political struggle.

Just as Lenin expanded “the state of siege” within Russian social democracy into a global one that
reached its apogee in the Cold War and comprised struggles within states as well as between blocs
on a global scale, information technology has vastly expanded the opportunities for almost anyone
to conduct such operations in both real time and over time. Anyone can target anyone or anything
else for as long as they want and do so with “plausible deniability.”

Moreover, in this context, information technology and the uses to which it can replace the strategic
and political role played by indigenous Communist parties which functioned as a surrogate for
combat power that was missing to affect the political balance of power in targeted countries.
Russian leaders, even before Putin’s remarks above, openly viewed information technology as a
non-military means by which they can achieve military, strategic, or political goals. One need not
organize a ramified “organizational weapon” like the Communist Party to gain leverage if not
control over a nation’s policies if information weapons can be used adroitly for those purposes.

Therefore current wars have brought home to the Russian military that, “it is difficult to
overestimate the importance of the information factor in local wars and armed conflicts of the early
21st century.” °®* Equally importantly, the Russian power structures fully understand the
capabilities of information weapons and the need for Russia to compete in their production and
use.

Writing in 2006-07, Deputy Premier and Defense Minister Sergei Ivanov indicated Moscow’s full
awareness of IW and that it was a surrogate for a more classical military kind of operation. Indeed,
Ivanov openly admitted that IW and 10 allowed Moscow to find a new weapon to use in what
might be called purely political, i.e. non-violent, warfare and update the Leninist inheritance of
using Communist parties, fifth columns, and intelligence penetration of targeted societies as
weapons to obtain political and strategic advantages.
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Ivanov’s statement strongly suggests that Russia sees its cyber capabilities as giving it asymmetric
or alternative ways to counter these perceived Western challenges and threats by what are clearly
militarily superior adversaries.>

Russian military writings are even more systematic and detailed about the inherent potential of 10
and IW. A 2003 article by Naval Captain of the First Rank (Reserve) R. Bikkenin observed that
IW not only occurs in the struggle between opposing military forces and technologies but also
comprises “disorganization of all means of a society’s life support, including the enemy military
infrastructure.”® Bikkenin included as part of his categorization of 10 the use of the media, leaflets,
religious propaganda and showing the extension of IW to this domain as part of the general process
of securitization.>’

For example, according to Colonel S.G. Chekinov, electronic warfare will become an independent
operation in future wars, not just a support operation. This has happened in the war with Ukraine.
Likewise, we can expect further technological breakthroughs in next age generation weapons that
will combine physical, informational, psychological, and even biological weapons in combat over
vast areas, including outer space, i.e. multi-dimensional warfare.>® Remote operations will occur
as much as direct force on force missions, the battlefield will be transformed into a “combat
environment” concept, including virtual targets and the enemy’s entire range of psychological
orientations and capabilities.>®

Chekinov and Lt. General S. A. Bogdanov (Ret) have subsequently argued that information
weapons can already tackle strategic tasks such as disorganizing enemy military and state control,
the aerospace defense system (which Russian writers expect will be the first target in a
conventional offensive) , deceiving the enemy, creating the desired public opinion, organizing
protests against the enemy government, and launching other operations aiming at reducing the
enemy’s will to resist.%°

The Nuclear Dimension

Today, as Putin is deliberately generating a war psychosis at home and abroad; prominent displays
of Russian nuclear capability aims to frighten and reassure Russian audiences while intimidating
Western ones.®* As Schulte suggests, they are also used for domestic political and psychological-
informational purposes as well.®? As he argues, devaluation of nuclear weapons not only reduces
Russia’s domestic and global status, it also leaves Russia, in its leaders eyes, vulnerable to Western
probes and attacks on both its foreign and domestic interests since they see us as using military
power to threaten domestic change.%

While many writers have argued that Russia emphasizes its nuclear arsenal because it is one of the
few things that enables it to claim parity with Washington and retain its overall great power status.
We cannot lose sight of the overall importance in Russian political culture of displaying the state’s
capacity to intimidate others. Just as Russia needs desperately to see itself as a great power, it
equally needs to be feared abroad. But since intimidation expresses a psychological relationship
between the parties involved, it makes perfect sense that the prominent display of nuclear weapons
carries with it a powerful informational-psychological charge that also fully comports with Russian
strategic thinking.
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We see this thinking in a paper prepared for this project by Jacob Kipp and Matthew Kroenig.

In the past decade and a half, Russia has come to rely more on nuclear weapons as a means
of deterrence and for warfighting to manage local conflicts. The possibility of a local war
against NATO remains Moscow’s highest priority security threat. Russia relies on the early
resort to nuclear use in part to offset its aggregate conventional inferiority vis-a-vis NATO.
Moscow’s concept of “de-escalatory” nuclear strikes envisions limited nuclear strikes on
NATO targets early in a conflict in a bid to frighten Western leaders into suing for peace
on terms favorable to Moscow. Even if such strikes are never employed, the possibility
enhances Russia’s coercive leverage in a crisis and to blackmail threats in peacetime.®

But while nuclear use in a first-strike mode to retrieve a losing conventional war and force NATO
to de-escalate may be part of the strategy of escalate to deescalate, that arguably is merely a part
of a much broader nuclear strategy that relies heavily upon the psychological and intimidating
component of nuclear weapons.®®

In other words, we can see a broader nuclear strategy that aims to use these weapons to control the
entire process of escalation throughout the crisis from start to finish. If the crisis becomes kinetic,
then escalating to de-escalate may well become operative possibilities.

For instance, in a March 2015 meeting in Germany, Russian generals told Western delegates that
any NATO effort to retake Crimea and return it to Ukraine would lead them to consider “a
spectrum of responses from nuclear to non-military”.®® Apart from the obvious physical threat and
its intimidation quotient, the information conveyed here clearly partakes of IW understood in
Russian terms as manipulating opponents’ psychological reactions and hence their ensuing
policies.

With similar ends in mind, Putin’s numerous remarks threatening nuclear strikes and the regular
dispatch of bomber and submarine probes to all members of NATO are clearly intended to
intimidate and deter.®” But it also is indisputable that for Russian leaders and commanders, nuclear
weapons are to be used for war-fighting missions and operations. Sir Richard Shirreff, NATO’s
Deputy SACEUR form 2011-2014, has stated that “Russia hardwires nuclear thinking and
capability to every aspect of their defense capability.”®®

Since NATO’s Kosovo operation in 1999, Russia has gradually developed both a capability and a
strategy involving nuclear weapons that Western elites either cannot or will not understand. And
it is much broader than the catch phrase “escalate to deescalate” implies.®® That formulation
unfortunately exemplifies the increasing U.S. tendency (as U.S. understanding of foreign
governments and their strategies decline) to mirror image countries like Russia and depict their
strategies and goals as if they were America’s.

In fact the nuclear strategy is much broader than the strategy that is imagined here. Furthermore
Chief of the General Staff, General Valery Gerasimov has recently admitted that Russia has
violated the INF treaty and his description of Russia’s enhanced nuclear and aerospace strike
capability attests to the priority these sectors receive.’

Russia’s nuclear strategy must be viewed in the context of its thinking about and conduct of
contemporary war in general. Thus we now face an innovative kind of asymmetric warfare that
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constitutes a comprehensive challenge that simultaneously and constantly comprise conflicts that
need not have any discernible starting point or phases as in U.S. literature. To use the U.S. military
terminology, it is always phase zero and there is no discernible gap between war and peace. Or, as
Lenin might have said, and certainly behaved, politics is the continuation of war by other means.

Ceasefires, actual conventional warfare and incessant information warfare — defined as attempts
to alter mass political consciousness in targeted countries — occur together or separately as needed
and are in constant flux. Regular forces can be used conventionally or as proxies, irregular, or even
covert forces allegedly for “peacekeeping” or other operations. The actual use of military force
depends on the effectiveness with which non- military instruments of power, organized crime,
ethnic or other irregular paramilitary groups, espionage, political subversion and penetration of
institutions in the targeted country, economic warfare, IW, and special operations forces.

Outright victory need not be the intended or victorious outcome. It may be enough to secure
constant leverage and influence on the military-strategic, political and social situation in a state of
no war no peace. Therefore both prosecution of such a war and resistance against it demands
“quick decision-making processes, effective inter-agency coordination, and well trained and
rapidly deployable special forces.”’* Unfortunately those are all areas where NATO have been
particularly deficient.

On February 20, 2012, then Prime Minister Putin said that, “We continue to see new areas of
instability and deliberately managed chaos. There also are powerful attempts to provoke such
conflicts even within the direct proximity of Russia and its allies” borders.”’2 Since for Putin and
his subordinates Russia’s borders comprise the Soviet borders, we get here some sense of just how
expansive these threat assessments are.

Moreover, in Russian military thinking even small wars near Russia possess an inherent tendency
that could lead to their escalation into major and even nuclear wars. Thus on November 17, 2011,
Chief of the General Staff General Nikolai Makarov told the Defense Ministry’s Public Chamber
that:

The possibility of local armed conflicts virtually along the entire perimeter of the border
has grown dramatically...I cannot rule out that, in certain circumstances, local and regional
armed conflicts could grow into a large-scale war, possibly even with nuclear weapons.”

Therefore, given such threat assessments, Russia must undertake a huge conventional and nuclear
buildup by 2020, if not beyond.” For example, on February 27, 2013 President Putin told an
expanded session of the Ministry of Defense Collegium that,

We see how instability and conflict are spreading around the world today. Armed conflict
continues in the Middle East and Asia, and the danger of ‘export’ of radicalism and chaos
continues to grow in our neighboring regions. At the same time, we see methodical
attempts to undermine the strategic balance in various ways and forms. The United States
has essentially launched now the second phase in its global missile defense system. There
are attempts to sound out possibilities for expanding NATO further eastward, and there is
also the danger of militarization in the Arctic. All of these challenges — and they are just a
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few of the many we face — are of direct concern to our national interests and therefore also
determine our priorities.”

This assessment is not just a personal or new one. Rather Putin has long argued this way and this
assessment is also to be found in Russia’s new Foreign Policy Concept of 2013.

This strategy was conceived of as being inherently an asymmetrical one and has deep historical
roots. In 2014 in his annual address to the Federal Assembly, Putin reiterated that, “We have no
intention to become involved inacostly arms race, but atthe same time we will reliably
and dependably guarantee our country’s defense in the new conditions. There are absolutely no
doubts about this. This will be done. Russia has both the capability and the innovative solutions
for this.”™

Echoing such sentiments, Putin’s adviser for military policy, General Alexander Burutin wrote
that, “A crucial element in our plans for the development of new armaments must be an orientation
towards an asymmetric response to the development and entering into service of the expensive
new systems of the developed foreign countries.”’’ In this context, the Norwegian scholar Tor
Bukkvoll remarked that in Russian thinking, asymmetric technologies should have a disruptive
effect on new Western technologies, be developed in areas where Russian defense industry has
particular advantages and be much cheaper to develop and produce than Western technologies.
And these discussions also stress acquisition of anti-access and are