


EXECUTIVE SUMMARY

Since September 11, 2001, the nation has been struggling with the problem of responding to an
ill-defined but potentially very large and complex terrorist threat. Initial homeland security
efforts have sought to address obvious deficiencies in airline security, border controls, defense
against weapons of mass destruction and the capabilities of first responders.  Billions of dollars
have been budgeted to provide additional personnel, equipment and training in these areas. A
new cabinet department, the Department of Homeland Security, has been created. A special
Terrorist Threat Intelligence Center is being created.

Despite these efforts, most experts give the administration only passing marks for their home-
land security efforts. Much of the current literature on homeland security tends to focus on the
magnitude of the problem.  They criticize the administration's slow progress in addressing
these many potential threats. 

These judgments are not entirely fair. Threats appear almost endless and overwhelming. Absent
adequate threat assessments it is difficult for the new Department to establish sensible priorities
for addressing possible vulnerabilities.  Without a good set of metrics, it is also impossible to
know whether the American people are safer today than they were on September 10, 2001.
Thus, it appears to some as if the only way of enhancing homeland security is to spend and do
more in every area and against all possible threats.

These four essays present refreshingly different perspectives on what has been accomplished in
homeland security to date and what more needs to be done. Dr. Loren Thompson provides a
cogent case for the importance of public education and communications, an oft-overlooked area
of homeland security. His essay emphasizes the role of strong leadership in providing the reas-
surance that the public needs in an era of terrorist threats.  Dr. Martin Libicki makes the case
that the nation may be much less vulnerable to cyber attack than has been suggested in most
public analyses.  He suggests that a set of limited measures, largely in the hands of the private
sector, could be sufficient to provide robust protection.  Mr. Michael Scardaville thoroughly
assesses federal critical infrastructure protection efforts employed since September 11.  While
applauding the early stages of the administration's approach to securing critical infrastructure,
he acknowledges that long-term success hinges on both the ability of numerous federal agen-
cies recently transferred to the Department of Homeland Security to quickly consolidate into a
focused effort.  It will also depend on continued improvements in how intelligence is shared.
Dr. Joseph Barbera looks broadly at the problem of managing catastrophic terrorist events.
Such events, involving the use of chemical, biological, radiological or nuclear weapons can be
expected to result in injury to thousands, even tens of thousands.

The essays are part of a study conducted by the Lexington Institute to assess the state of home-
land security more than a year after September 11, 2001.  Other analyses examined such topics
as border and transportation security, defense against weapons of mass destruction, infrastruc-
ture protection and the role of the military in homeland security.  Each sought to address the
progress made to date in reducing the homeland's vulnerability and to identify steps that still
need to be taken.  The Lexington Institute plans to publish additional essays over the course of
the year.
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FRAMING DANGER

How Washington Explains Terrorist Threats to the Public
Loren B. Thompson, Ph.D.

America's domestic counter-terror campaign ended 2002 on an ominous note. On the last day of the
year, President George W. Bush disclosed that he personally had approved a nationwide search for a
band of terrorists believed to have entered the nation on Christmas Eve. He asked the public for help in
finding the terrorists. A criminal accused of smuggling illegal aliens had told Canadian authorities that
five Pakistanis with forged documents crossed into the U.S. on December 24. Further inquiries in
Pakistan suggested as many as nineteen terrorists might have entered the U.S. -- the same number that
carried out the 9-11 attacks.

The story seemed credible given the informant's involvement with smuggling, the fact that he had
passed a lie-detector test, and a previous case in which a would-be bomber was detained at the border.
The nation was alerted, and an intensive manhunt launched. On January 7, though, the FBI called off
the search and announced that the story was a fabrication. No Christmas Eve border-crossing had
occurred. Anonymous Justice Department sources told the media they had doubted the story from the
beginning. A former Canadian intelligence official defended the handling of the case, telling The
Washington Post, “If you're interested in precision, go into physics, not intelligence.”

Despite this embarrassing episode, exactly one month later the federal government announced another
nationwide terrorist alert. The President again signed off on the decision, which resulted in raising the
level of the color-coded warning system to orange, or “High Alert.” Attorney General John Ashcroft said
that diverse intelligence indicated a possible Al Qaeda attack against “soft targets” in the U.S. timed to
coincide with the end of the annual Muslim pilgrimage to Mecca. Secretary of Homeland Security Tom
Ridge urged the public to be prepared and vigilant, but offered little guidance as to which targets were
most at risk. Ridge recommended that the public not make major changes in daily routines.

This time, sources were quick to tell the media that not everyone in the federal government agreed with
the decision to raise the alert status. Even before the change was announced, the FBI and CIA were
reported to be doubtful about the value of such a move, since warning signs were ambiguous and there
was little actionable guidance to give the public. As Massachusetts Public Safety Director Ed Flynn
remarked after the alert status was raised, “To be honest, going from yellow to orange for the average cit-
izen means not much, [so] go on with your normal course of business.”

That isn't what happened in many places. Anxious shoppers cleared store shelves of bottled water 
and duct tape for sealing homes. A New York Times poll found that four out of five Americans 
expected a major terrorist attack within U.S. borders in the coming months. Financial analysts 
reported markets were being weighed down by fear of violence at home and abroad. And then 
word began to leak out of Washington that some of the information driving this alert too was false, 
a fabrication of unreliable sources.

It is possible that the security alerts of January and February 2003 discouraged domestic terrorism by 
bolstering public awareness and law-enforcement efforts. But it is also possible, in fact probable, that
such episodes are a reason why the number of citizens who believe America is winning the war on 
terrorism has declined steadily. In January of 2002, 66% of respondents thought America and its 
allies were prevailing. A year later, despite the absence of major domestic incidents, the number 
had declined to 33%. By the time pollsters took the latter reading in January of 2003, one in five
Americans thought the terrorists were winning -- a doubling of that sentiment since the days 
immediately following the 9-11 attacks.

The deterioration in public opinion inevitably raises questions about the Bush Administration's strategy
for explaining terrorist threats to the public -- especially given the fact that two nationwide alerts were
called in the first quarter of 2003 on the basis of intelligence that turned out to be partly or wholly
wrong. The purpose of this essay is to analyze whether the government's current approach to informing
the public is working, or whether it needs to be revised. The essay concludes that the current strategy
should be improved, but that the unpredictable nature of the threat precludes easy solutions. No matter
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what strategy the administration pursues and how deftly it executes that strategy, there will still be prob-
lems -- poor preparedness, counterproductive hysteria, uneven awareness, and so on.

The essay begins by briefly explaining the nature of terrorism, and why it is so hard for open societies to
counter the unconventional methods embraced by terrorists. It then describes the recommendations of
various commissions concerning counter-terror communications, and the role for such communications
envisioned in the Bush Administration's homeland-security strategy. Having laid that foundation, the
essay identifies the key themes and assumptions that seem to drive administration pronouncements on
the threat, and the response they have elicited. The utility of the existing, color-coded alert system is
assessed, as is the government's administrative arrangements for issuing alerts. The essay concludes
with some tentative lessons that might inform more effective communications efforts in the future -- but
also some cautionary observations about the uncertain domestic security environment that Americans
now seem to inhabit.

The Political Dynamics of Terrorism

Bush Administration efforts to enhance homeland security are primarily a response to the terrorist
attacks of 9-11. While it is easy to imagine worse forms of aggression mounted by nations armed with
nuclear weapons or other means of mass murder, the administration views its missile-defense program
and other overtly military responses as the main remedy for state-based threats. Terrorist groups such as
Al Qaeda, though, represent a uniquely elusive and unpredictable challenge for which military responses
are at best a partial solution.  The administration considers improved law enforcement and emergency
preparedness to be essential features of an effective counter-terror plan.

Simply stated, terrorism is a strategy that seeks to defeat enemies through fear. Like nuclear deterrence,
its goal is to influence the perceptions of adversaries so they will behave in ways beneficial to the perpe-
trators of terrorist acts.  Unlike deterrence, though, terrorism relies on repeated, gross acts of violence to
accomplish its desired effect. But violence alone is not enough -- the horrific character of the acts must
be vividly conveyed to intended audiences if they are to be terrorized. Communication is thus critical to
the success of terror campaigns.

Terrorism is not new. Walter Lacqueur describes an extreme Jewish faction called the sicari -- root of the
modern word “zealot” -- that operated in Roman-occupied Palestine during the early years of the first
millennium. A thousand years later, a similarly extreme Muslim sect called the assassins terrorized the
Middle East. Barbara Tuchman recounts the widespread assassinations and bombings perpetrated by
anarchists in her famous study of the fin-de-siecle west, The Proud Tower. Then as now, the ranks of
terrorist organizations were filled by desperate and deluded men. What is new today is the way in
which political, economic and technological trends have empowered such men.

In terms of technology, modern terrorists potentially have access to many methods of mass destruction
not available in earlier times. These range from chemical, biological and radiological weapons to items
available in everyday commerce such as disruptive computer software and volatile ammonium-nitrate fer-
tilizer (used to destroy the Murrah federal building in Oklahoma City). In addition, contemporary terror-
ists have numerous options for assuring secure communications, including frequency-hopping radios, cel-
lular telephones and anonymous internet accounts employing various encryption techniques. New com-
munications technologies such as cable and direct-broadcast satellite television also enable terrorists to
quickly transmit their message of fear to target audiences.

Other factors empowering terrorists include economic globalization -- the removal of barriers to  
international movement of goods, people, and capital -- and political democratization. As Lacqueur
notes, democratic societies are usually more vulnerable to terror campaigns than dictatorships, because
security forces are constrained in the tactics they may employ and political authorities have little control
over the content of mass media. The rights and opportunities afforded to average citizens in democra-
cies can be readily exploited to aid terrorist causes.  Prior to 9-11, these empowering influences were
widely viewed in America as enablers of global peace and prosperity. That view wasn't wrong, but it
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neglected the implications of placing unprecedented power in the hands of political extremists.
After 9-11 the implications became painfully clear, creating a groundswell of support for new domestic-
security measures. The absence of follow-on attacks suggests that the measures taken have been fairly
effective, but two years of reflection on the larger meaning of 9-11 have convinced many experts that Al
Qaeda is the harbinger of permanent changes in the security environment.  Some observers describe the
emerging danger as “existential,” meaning permanent and inescapable.

In a tract circulated after the 9-11 attacks, senior Qaeda operative Ayman al-Zawahiri stressed the impor-
tance of using so-called martyrdom operations to inflict maximum casualties on western societies, “for
this is the language understood by the West.” Zawahiri insisted that “the targets as well as the type and
methods of weapons used must be chosen to have an impact on the structure of the enemy and deter it
enough to stop its brutality, arrogance and disregard for all taboos and customs.” Such thinking is typi-
cal of the terrorist mindset, which assumes that indiscriminate violence can alter the beliefs and behavior
of whole societies.

The challenge facing the Bush Administration is how to prevent terrorists from carrying out this strategy
in a society as porous and diverse as the United States. Communication plays a central role in the
administration's plans, just as it does in the strategy of the terrorists. The public must be informed of
the danger in a manner that allows it to be prepared and aid counter-terror efforts, and audiences with
relevant responsibilities at the state and local levels must be instructed in how to cope with specific types
of threats.

But as the two alerts described at the beginning of this essay demonstrate, the wrong kind of public 
communication potentially can harm counter-terror efforts and aid the terrorist cause. Finding the right
tone and content for official communications has proven to be a difficult task in which the subjective
judgments of policymakers play a prominent role. The administration is still struggling to reconcile the
competing goals of its counter-terror plan in a communications strategy that informs the public without 
terrorizing it.

Panels and Plans 

Advisory bodies charged with assessing U.S. counter-terror preparedness have frequently cited the need
for the federal government to develop a coherent public-communications strategy. Perhaps the most per-
sistent has been the federally-chartered “Advisory Panel to Assess Domestic Response Capabilities for
Terrorism Involving Weapons of Mass Destruction,” usually referred to as the Gilmore Commission. In
its first annual report, released in December of 1999, the commission stated: “Considering the serious
nature and potential consequences of any terrorist incident, the Panel is convinced that comprehensive
public education and information programs must be developed, programs that will provide straight-for-
ward, timely information and advice both prior to any terrorist incident and in the immediate aftermath
of any attack.”

The commission returned to this theme in its second report a year later, asserting, “The more that
American citizens can be educated about what may happen and what will be expected of them, the 
less likely that an incident will be exacerbated by uninformed public reaction.” The commission's third
annual report was issued shortly after the 9-11 attacks, and again stressed that “public awareness and
communications are important tools in combating terrorism.” It continued, “As illustrated by the 
public affairs and communications activities in the wake of the recent anthrax attacks, pre-event 
public education and awareness, and post-event public communications require greater attention 
and better planning.”

Similar sentiments have been expressed by other advisory bodies. For example, the Heritage
Foundation's Homeland Security Task Force published a report in early 2002 recommending that the fed-
eral government develop a ”nationwide education and public relations program” for countering terror-
ism. It argued that “public relations campaigns can be vital to preventing panic, improving civil defense
preparedness and responses, and maximizing all efforts to prevent terrorism.” One goal of such cam-
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paigns, the task force said, should be to improve “cooperation with local media to enhance the dissemi-
nation of information to the public.”

Even when advisory panels do not explicitly address public-communications strategy, the need for a 
carefully-constructed communications plan is often implied in their other findings. For instance, a
homeland-security task force sponsored by the Council on Foreign Relations warned in late 2002 that
“after a year without a new attack, there are already signs that Americans are lapsing back into compla-
cency.” The task force decried the “counterterrorism information void” in which local authorities were
said to be operating. The obvious implication was that Washington needed to do a better job of educat-
ing both specialists and the general public to the severity of the threat.

The Bush Administration undoubtedly understood the importance of effective public communication
when it began concentrating on domestic counter-terror plans in the aftermath of 9-11.  Senior 
administration leaders such as Richard Cheney, Colin Powell and Donald Rumsfeld had spent decades in
public life, and had seen the consequences of poor communication in past security crises. However, the
administration may have underestimated how difficult it would be to get the process and product right.

The first official mention of counter-terror communications came in an October, 2001 executive order cre-
ating the Office of Homeland Security within the Executive Office of the President. The order described
the mission of the new office as development and implementation of “a comprehensive national strategy
to secure the United States from terrorist threats or attacks,” and specified a dozen generic functions for
the office ranging from detection and preparedness to prevention and recovery. “Public affairs” was the
ninth function listed, and was covered in two sentences:

The Office, subject to the direction of the White House Office of Communications, shall 
coordinate the strategy of the executive branch for communicating with the public in the event 
of a terrorist threat or attack within the United States. The Office also shall coordinate the 
development of programs for educating the public about the nature of terrorist threats and 
appropriate precautions and responses.

When this language was drafted less than a month after 9-11, the administration had not yet decided to
back creation of a cabinet department responsible for homeland security. Senior administration officials
opposed creation of a “new bureaucracy,” and expected that the head of the White House office, former
Pennsylvania Governor Tom Ridge, would serve primarily as an interdepartmental coordinator and confi-
dential advisor to the President. Some even resisted allowing Ridge to testify before Congress.

It soon became apparent that this arrangement would not be adequate. In June of 2002 President 
Bush proposed creation of a Department of Homeland Security, which came into being at the beginning
of 2003. Long before that happened, though, the administration implemented what thus far has proved 
to be its most important public-communications innovation in the area of homeland-security: a color-
coded national alert system. The new system, activated in March of 2002, was designed to standardize
official warnings about potential attacks so that all citizens would share a common understanding of
threat conditions.

Before assessing how well that system has worked, though, it is worthwhile to briefly examine the 
high-level messages concerning terrorism articulated in presidential addresses after 9-11. As is typically
the case in national emergencies, the public looked to the chief executive for guidance in dealing with
the danger, and several presidential speeches were crafted with the goal of broadly defining how citizens
should react. These speeches, though few in number, provide a philosophical backdrop for all of the
administration's other pronouncements on homeland security.
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Presidential Themes

The most important speech President Bush delivered concerning public responses to domestic terrorism
came nine days after the 9-11 attacks, when he addressed a joint session of Congress. The nationally-tel-
evised remarks were his first formal effort to describe what role the public should play in the nation's
counter-terror campaign, and subsequent presidential pronouncements have tended to reiterate the
themes of that initial speech. Bush made several general requests of the public:

Americans are asking: What is expected of us?
I ask you to live your lives, and hug your children.
I know many citizens have fears tonight, and I ask 
you to be calm and resolute, even in the face of a 
continuing threat.

I ask you to uphold the values of America, and 
remember why so many have come here.  We are in a 
fight for our principles, and our first responsibility is 
to live by them. No one should be singled out for 
unfair treatment or unkind words because of their 
ethnic background or religious faith.

Bush said the public should continue its support of the victims
of the 9-11 attacks, both through financial contributions and
through prayer.  And he made three more requests of the
nation:

The thousands of FBI agents who are now at work 
in this investigation may need your 
cooperation, and I ask that you give it.

I ask for your patience, with the delays and inconveniences that may accompany tighter security;
and for your patience in what will be a long struggle.

I ask your continued participation in the American economy. Terrorists attacked a symbol of 
American prosperity. They did not touch its source...

Clearly, the main goal of the President's remarks was to restore public calm and confidence. He asked
for unity, tolerance, patience and resolve, but the role of average citizens in counter-terror efforts was
described in passive terms. The speech seemed to be aimed primarily at discouraging over-reaction to
the attacks and urging citizens to behave as they might have before the attacks occurred. The President
was later criticized for asking too little of the public, but in the immediate aftermath of the most traumat-
ic attacks on the American homeland since Pearl Harbor, it isn't hard to see why the White House decid-
ed reassuring the public should be its top goal. As noted earlier, fear is the main tool terrorists use to
defeat their adversaries.

However, nine months later the President was still asking relatively little of the public beyond patience
and calm. In a June 6, 2002 address to the nation reviewing counter-terror efforts and proposing cre-
ation of a Department of Homeland Security, Bush advised that “Americans should continue to do what
you're doing -- go about your lives, but pay attention to your surroundings.” The President said that cit-
izens should add their “eyes and ears to the protection of our homeland,” but he offered no concrete ini-
tiative for enlisting citizen participation such as the civil-defense program of cold-war years. The pub-
lic's role remained largely passive.

The President's address from Ellis Island on the first anniversary of the attacks was considerably more
uplifting, invoking America's destiny and ideals to make the case for a global crusade against terrorism:
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“God has placed us together in this moment, to grieve together, to stand together, to serve each 
other and our country.” But once again, the inspirational rhetoric was not matched to any expectation
of initiative or involvement on the part of individual citizens. As Thomas Friedman of The New York
Times commented several months later in assessing the administration's thematic approach to war 
with Iraq -- a war justified in part by the terrorist threat -- the presidential message seemed to be, 
“We're at war, let's party.” 

Friedman's complaint that the White House was not asking the public “to do anything hard” underscores
the dilemma that democratic governments face in confronting terrorism. If the government wants to
demand sacrifice of the public, it must first acknowledge there is a crisis. That, unfortunately, is precise-
ly the atmosphere that the terrorists wish to provoke. If, on the other hand, the government wants to
minimize the apparent power of terrorists, then it must avoid conveying the impression of crisis -- thus
undercutting the case for sacrifice. The Bush Administration's solution to this dilemma was to assign
the active aspects of the counter-terror campaign to dedicated specialists, while giving the public an
undemanding supportive role. One potential drawback of that approach is that it leaves many citizens
feeling powerless.

National Alert System

The Bush Administration may not want to ask much of the general public on the counter-terror front, but
it has a fair amount it wants to tell the public. In the months immediately following the 9-11 attacks,
there was widespread confusion about the nature and degree of danger to the homeland. Despite presi-
dential efforts to reassure the nation, federal agencies issued a continuous stream of unsettling warnings
and recommendations. Because the release of such information was only loosely coordinated and often
spread beyond intended audiences via the media, it caused unnecessary anxiety.

Six months after the attacks, the administration reorganized its approach to alerting the public about
domestic threats by establishing a “Homeland Security Advisory System.” In the words of a White
House press release, the system was “intended to create a common vocabulary, context and structure for
an ongoing national discussion about the nature of the threats that confront the homeland and the appro-
priate measures that should be taken in response.” The press release said that the new system would
“inform and facilitate decisions appropriate to different levels of government and to private citizens at
home and at work.”

The advisory system consisted of five color-coded threat conditions: low (green), guarded (blue), elevat-
ed (yellow), high (orange), and severe (red). Each level of danger was associated with a specific series
of protective measures. For example, when condition orange was in effect, authorities were expected to
take “additional precautions” at public events, including “possibly considering alternative venues or even
cancellation.” When condition red was in effect, authorities were expected to close public and govern-
ment facilities. The determination as to which condition was in effect would be made by the Attorney
General and the Assistant to the President for Homeland Security (Governor Ridge), based on informa-
tion received from the intelligence community and domestic law-enforcement agencies.

The new system was an important innovation in explaining threat conditions to the public, but it con-
tained a number of ambiguities. First of all, the presidential directive mandating the system stated that
risk of attack would be assessed on the basis of both probability and “potential gravity.” Thus, a moder-
ate likelihood of nuclear aggression might be assigned the same threat condition as a high likelihood of
truck-bombings. Second, threat conditions might not apply uniformly if intelligence indicated a focused
danger; for example, a higher alert level might be assigned to particular regions or industries than to oth-
ers. Third, the discriminators to be used in differentiating among higher alert levels (yellow, orange and
red) proved elusive to both policymakers and the public. Shortly after the public safety director of
Massachusetts made his February, 2003 comment that the difference between yellow and orange condi-
tions was unclear to most people, New York's police commissioner asserted, “there are gradations within
orange, and New York City is at the high end of orange.”
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One other problem with the
Homeland Security Advisory
System became apparent over time,
although it originated less in the
system itself than in Washington's
bureaucratic culture. The presi-
dential directive mandating the
system gave the Attorney General
and Assistant to the President for
Homeland Security responsibility
for determining and disclosing
threat conditions, but it directed
that they should consult closely
with other “Homeland Security
Principals or their subordinates”
such as the Vice President and
Secretary of Defense. Consultation
was clearly indicated, but a pattern
soon emerged in which viewpoints
that did not prevail quickly
reached the media, undercutting
the final decision.

Sometimes dissenters complained to reporters before the decision was even announced. For example, 
a day before the national alert status was raised from yellow to orange on February 8 of this year, The
Washington Post reported disagreement among policymakers concerning whether such a move was desir-
able. The White House and Defense Department favored a higher threat condition, Post reporter Dan
Eggen wrote, but other agencies did not:

FBI and CIA officials have taken a more cautious position, however, arguing that the threat 
information -- while clearly troubling -- is vague and contains no specific, credible evidence of 
an impending attack, sources said... Many of these officials believe that issuing a general 
terrorism alert would alarm the public without providing any usable information, and would 
be viewed with undue skepticism because of U.S. preparations for war with Iraq.

Obviously, when insiders leak dissenting views to the media in this manner, they diminish the credibility
of the advisory system. A national poll conducted by Fox News last autumn found considerable doubt
about the color-coded alerts, with 41% of respondents saying they were “not helpful,” 39% saying they
were, and 20% saying they were not sure. It appeared that support for the system eroded further in the
aftermath of the February 8 alert. Philip Shenon of The New York Times echoed much of the media cov-
erage in reporting doubts about the rigor and utility of alerts:

The administration's critics [argue] that the government's system for analyzing terrorist threats 
and sharing the information with the public is not making the public any safer. The critics say it
is only frightening them... Within the administration, even supporters of what is known as the 
Homeland Security Advisory System admit that the system is more art than science -- much 
more -- and that the analysis of often scant intelligence and decisions about whether to alert the 
public to its contents must often be subject to hunch.

Such doubts are typical of the uncertainty that terrorists seek to sow in societies they are attacking.
Information concerning terrorist intentions is usually so fragmentary that subjective judgments about
how to react are unavoidable. The possibility that the public will be unduly alarmed must be balanced
against the danger that citizens will die unnecessarily for lack of warning. However, in the case of the
February 2003 alert, the public's fears may have been worsened by the government's advice concerning
how to deal with the elevated threat condition.
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Practical Advice

February's orange alert was accompanied by the government's most intensive efforts since 9-11 to pro-
vide the public with practical advice about terrorist threats. Instead of simply warning that attacks were
more likely, the government recommended measures to individuals and families such as assembling an
emergency kit, identifying a safe room, and preparing escape plans. It was these recommendations that
provoked panic buying of bottled water and duct tape in some areas (especially on the East Coast, where
attacks were said to be more likely).

The government had been planning to provide such advice for some time, but the orange alert prompted
Governor (now Secretary) Ridge to accelerate its release. The information on citizen preparedness was
first offered in a press conference two days after the threat condition was raised, and then several days
later Ridge unveiled a website (www.ready.gov) and an 800-number that the public could use to get
more details. An advertising campaign similar to that recommended by the Heritage Foundation and
other organizations was also announced to encourage use of the new information sources.

The government's efforts to provide useful advice during the alert were widely ridiculed -- so much so
that Ridge had to shift his public message from preparedness to reassurance. A Washington Post-ABC
News poll conducted nationwide a week after the February 10 press conference found that 44% of
respondents thought the advisories had caused “needless fear and alarm,” while only 38% felt useful
information had been conveyed. However, the same poll revealed that over a third of the nation had
actually undertaken some of the steps recommended by Ridge, and in the national capital region -- one
of the most likely targets of attack -- six in ten residents had taken precautionary measures.

Those findings represented a significant improvement from the results of a Fox News nationwide poll in
November of 2002, when 53% of respondents admitted they were “not at all” prepared for a chemical or
biological attack, and 30% said they were “not very” prepared. In that poll, only three percent of citi-
zens claimed to be “very” prepared. Whatever the validity of Ridge's advice may have been, a substan-
tial portion of the public heeded it -- even before the website and 800-number were unveiled.

Although it has become fashionable to deride the administration's public preparedness efforts, few critics
have offered concrete alternatives. While some fine-tuning is undoubtedly needed, there is no way of
educating citizens about how to protect themselves unless they are first persuaded protection is neces-
sary. The unpredictable timing and character of terrorist acts precludes precise advice as to what steps
should be taken. For example, citizens would be well advised to flee some attacks, while staying put in
others. When the diversity of dangers is combined with an exceedingly heterogeneous audience and the
uncontrollable interpretations of the national media, it isn't hard to see how suggesting any course of
action could produce undesirable results.

Furthermore, the psychological dynamics of terrorism are such that some citizens will resent being told
what they need to know, and others will consciously or unconsciously avoid assimilating the informa-
tion. As one reporter who covers homeland security from Washington observed:

A level of denial is required to live in Washington... I look at this city and say it's a target for the
next one thousand years. These terrorists have a millennial memory... The danger is too 
psychologically painful to focus on.

This reporter has some plans for how to cope with terrorist attacks -- as does his newspaper -- but most
of the time he ignores the danger because otherwise he would be unable to do his job. He knows that
even working in Washington, he is unlikely to be the direct victim of an attack. He also knows that if he
is a victim, he may die promptly or find any preparations he has made irrelevant to the danger at hand.

So he simply chooses not to think about the threat in personal terms most of the time. Millions of
Americans probably feel the same way, which means there will always be limits to how effective a pub-
lic-preparedness campaign can be.
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Findings and Recommendations

Less than two years have passed since the atrocities of 9-11. There have been no further attacks in the
United States.  The Department of Homeland Defense has barely begun operating. Clearly, it would be
premature to draw profound conclusions about the merit of the Bush Administration's public-communi-
cations strategy for combating terrorism. However, some provisional findings can be offered based on
the experience of the last two years and what was already known about the nature of terrorism:

Skillful public communication is essential to the success of any counter-terror campaign.
Terrorists seek to shape popular psychology through the communication of danger, so
those who seek to defeat them must convey counter-messages of reassurance and pre-
paredness.  Effective counter-terror communications are more difficult when threats are
ill-defined, audiences are diverse and media content is uncontrolled. That is precisely
the situation prevailing in the United States today.

The Bush Administration understood from the earliest days of its counter-terror efforts
that public communication would be important, but it may have underestimated the dif-
ficulty of getting the process and product right. Aside from the obvious difficulty of
explaining danger without reinforcing fear, the administration's early efforts were imped-
ed by fragmented authority, bureaucratic rivalries, and legitimate differences of opinion
among policymakers about the best course of action.

The administration has not sought the active participation of most citizens in counter-
terror efforts. Instead, it has asked for public support and patience while specialists
carry out the various missions associated with securing the homeland. This may reflect
a valid assessment of the general public's propensity and ability to participate, but the
passive role envisioned for the public could demoralize many who feel powerless to aid
the larger effort.

The only area where the administration seems inclined to favor individual initiative is
self-protection. The government has only recently begun to provide practical advice on
self-protection, but early indications are that much of the public is prepared to listen and
act. The internet provides a particularly effective method of conveying such advice,
because the amount of detail offered can be tailored to the need and interest level of
individuals.

Despite frequent ridicule, the color-coded threat conditions of the Homeland Security
Advisory System are an effective way of communicating the prevailing degree of danger
to mass audiences. Many citizens are too disengaged or distracted to assimilate more
nuanced information. Most of the difficulties associated with the system are traceable to
incomplete or ambiguous intelligence, which forces policymakers to make subjective
judgments about whether and how to describe threat conditions.

Given the nature of terrorist threats, even an optimum public-communications plan deftly executed will
be accompanied by considerable confusion and resentment. Issues of presidential style and philosophy
can influence the effectiveness of counter-terror communications, as can the continuous jockeying of
contending bureaucracies for money and visibility. The absence of follow-on attacks to 9-11 suggests
that Bush Administration efforts to combat domestic terrorism are working reasonably well. One para-
dox of terrorism is that the longer such violence is averted, the less inclined many citizens will be to
heed government warnings and advice. Given that dynamic, the proper metric of success in counter-ter-
ror communications will always be ambiguous: the public that listens most closely may well be the one
that is most in fear.
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IS CYBER-TERRORISM GETTING CLOSER?

Dr. Martin C. Libicki

Even before the dust and the smoke of the Twin Towers had cleared, there were warnings that September
11th portended the advent of a wave of cyber-terrorism.  One could no longer argue that it could not
happen here.  Many felt that a full-blown cyber-ter-
rorist attack would make September 11th seem posi-
tively benign.  As if to underscore the link, Richard
Clarke, the National Security Council’s (NSC) point
man on terrorism became the administration’s newly
minted czar of cyber-security. 

The association between terrorism and cyber-mis-
chief, however, did not spring forth fully formed on
that day.  Indeed, Secretary of Defense Rumsfeld’s
transformative six-part strategy for the Department
of Defense (DoD) explicitly promoted cyber-defense
as one of these six parts.  No one needs reminding
that DoD is so reliant on information systems that
their protection is a military priority.  But, were the
cyber-defense mission limited solely to defense sys-
tems it would properly rate no more mention than
does safety -- both encompass the essential but
everyday requirements of dealing with complex and
dangerous machinery.  Only in direct defense of the
country would the cry to dominate cyberspace make
sense as a priority.

How safe is the country from cyber-terrorism, any-
way?  The administration takes great pains to claim
that we are safer from terrorism today than we were
on September 11th.  However, on September 10th,
2001, most Americans felt secure enough -- a belief that proved unwarranted, or at least overly opti-
mistic.  Granted, September 11th was not a cyber-terrorist attack (the Nimda worm attack that took place
a few weeks later was thought by some to be related, but there is no evidence that it was).  The event
itself is evidence only that the United States has enemies who would not shy away from anything and
thus certainly not from cyber-terrorism.  It says nothing about what capabilities they have or how vulner-
able the U.S. infrastructure is.  As with many other forms of terrorism that have not yet taken place, it is
almost impossible to know exactly how vulnerable the United States was on September 11th to cyber-ter-
rorism.  It is as hard to determine how more vulnerable the U.S. infrastructure is relative to whatever
may constitute “good enough.” 

Fortunately, the challenge of determining some vectors of improvement is a little more tractable.  One
can measure inputs: i.e., how much is being spent on cyber-security.  One can try to measure outputs:
i.e., how much damage is caused annually by viruses and worms.  But how well related are measures of
today’s constant low-scale barrage and the risk to the economy and society of a large-scale but as-yet
unseen event (IDC, the computer consultancy, has warned that a cyber-terrorism attack is a near certain-
ty for 2003 -- but they define an incident that closes the Internet for a day to be an act of cyber-terror).
Indeed, the run of small events and the risk of large ones may evolve in different directions.  As Edward
Tenner argues in Why Things Bite Back, it is characteristic of modern technology to reduce the likelihood
of acute conditions (e.g., acute childhood respiratory failure) in a process that leads to far more chronic
ones (e.g., asthma).  The same progression may well take place in cyberspace -- as the volume of spam,
distributed denial-of-service attacks, script kiddy jaunts and the like go up, the ability to do serious mis-
chief may be going down -- and for that reason.
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The remainder of this essay attempts to lay out the prospects for countering cyber-terrorism in several
sections:

A brief description of the cyber-terrorist threat;
An attempt to create metrics for assaying such a threat;
First-order trends in cyber-security;
An agenda of potential policy improvements to reduce the threat of 
cyber-terrorism to “adequate” levels; and 
The prospects of such an agenda.

The Cyber-Terrorist Threat

It does not take much to write a plausible-sounding cyber-terrorist scenario.  They are the stuff of popu-
lar fiction (e.g., the stock market hack in Tom Clancy’s Debt of Honor).  Take this one (Economist survey,
“Securing the Cloud,” 24 October 2002):

It is a devastating prospect.  Terrorists electronically break into the computers that control 
the water supply of a large American city, open and close valves to contaminate the water 
with untreated sewage or toxic chemicals, and then release it in a devastating flood.  As the 
emergency services struggle to respond, the terrorists strike again, shutting down the phone 
network and electrical power grid with just a few mouse clicks.  Businesses are paralyzed, 
hospitals are overwhelmed, and roads are gridlocked as people try to flee.

Since computers are involved in almost every facet of modern life, it is easy to enumerate the touch-
points where a malfunctioning computer -- one that refuses to perform or relies on deliberately queered
data -- can cause havoc.  The usual places -- electric power, petroleum pipelines, natural gas distribution,
air traffic control, railroad switches, traffic signals, phone systems, satellite controls, the Internet, banks,
credit card validation, stock markets, hospitals, and emergency services -- have been on everyone’s list
for a long time (e.g., since the 1996 PCCIP report).  One could add less obvious but equally critical nodes
(e.g., check clearing), or acts of terrorism against individuals rather than societies (e.g., blackmail
enabled by surreptitious access to sensitive data such as medical records).

A plausible threat exists, at
least in theory.  In practice,
there are two questions that
have to be asked of cyber-ter-
rorism that are less necessary
when considering terrorism
in the physical world: what is
actually possible, and what
would be the motivation for
certain types of attacks? 

Questioning the art of the
possible is required because
of the artificial nature of
cyberspace.  We know what
two thousand pounds of
explosives can do, even to a
steel-reinforced concrete
building.  It is possible to cal-
culate, to well within an
order of magnitude, how
many people would be at risk 
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of infection given the dispersal of anthrax spores under specific sun, wind, and dispersal conditions.
These data can be derived from the laws of physics and biology.  It is far harder to determine what a sys-
tematic attack on a power plant’s SCADA (supervisory control and data acquisition system) would pro-
duce.  Why the difficulty?  First, every electric power company is different -- and in ways that are not at
all obvious from the outside, and not even very clear from the inside.  Some firms take security more
seriously than others (they could be, for instance, more fastidious about configuration management or
installing patches); some connect their SCADA systems more promiscuously to the rest of the company’s
intranets, some less; some SCADA systems are accessible through dial-in and with various levels of pro-
tection.  Not only would the security of such systems vary from one owner to another, but they would
also vary from one week to the next depending on what software was in place, or who is exercising how
much diligence in protecting passwords.  Insofar as many types of hacker attacks exploit race conditions
(when two processes contend to see which gets the attention of the processor), it is possible for security
levels to literally change by the microsecond.  Wide variations in the security of information systems are
the rule not the exception.

Assessing damage also depends on the relationship between the information systems and whatever
machinery they control.  How tightly are they coupled?  What are the fail-safe and default conditions?
How are they managed and monitored?  Is there manual override?  When can it be exercised?  Again,
answers vary greatly.  Studies of industrial accidents suggest the great role played by chance, panic, mis-
understood communications, and the presence of the right person (or the wrong person) at a critical
spot.  The ability of systems managers to recognize abnormal conditions, bring them under control, and
clean up the damage expeditiously is also critical (and hard to assess from the outside).  Complicating
this, in the case of cyber-terrorism, is the possibility that the means of attack (e.g., an implanted back
door in a system) may be set into position far earlier than the attack itself.  

The last consideration is the relationship between the system attacked and its counterparts elsewhere.
Electric power systems are heir to cascading faults, but the mechanism by which faults -- even natural
ones -- cascade from one system to the next is poorly understood.  

Complexity is key to all this uncertainty.  Since there is no forced entry in cyberspace, every attack has to
proceed along paths either established for some legitimate purpose or left over as an undocumented fea-
ture of systems programming.  In theory, it is possible to exercise complete control over access by guard-
ing every path in.  In practice, it is very difficult because information systems are complex and growing
ever more so.  It is this very complexity which also makes it so difficult to know what the effect of an
attack may ultimately be.

Further complicating any sense of what a plausible cyber-terrorist incident looks like is that the motives
for cyber-terrorism are anything but obvious.  In truth, the motives for almost all acts of terrorism are
obscure by the standards of rational strategy.  It is hard to think of any terrorist campaign waged against
a developed nation that has achieved its political aims.  But clearly, terrorism happens.  Thus, it must
have a motive.  The most plausible set of motives relate to what was termed, in the 19th century, the
“propaganda of the deed.”  Terrorism is attention-getting, and, as such, a demonstration of power, a sign
that the perpetrators have struck a blow against a power against which sympathizers harbor ill will.  

Judged by the standards of attention getting, however, cyber-terrorism lacks a certain “something.” 
First, it is the rare attack on a computer system that can hurt anyone, much less people in large numbers
as captured by television cameras.  Second, by contrast to a truck bomb, the link between the hacker and
the damage is easily obscured.  There are few cyber-attacks that produce effects that cannot be explained
as some sort of software malfunction (no attack in cyberspace has ever reduced service levels as much as
what happened to AT&T in January 1990 as a result of a faulty piece of software).  The closest analog to
cyber-terrorism that anyone has noticed has been the defacement of web sites for political purposes -- an
act that damages nothing, but signals to the world the attackers’ ire and talents.  Finally, terrorists from
countries that are unwired by U.S. standards may lack the intuition that suggests that attacks on comput-
ers can be weapons of mass disruption.
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Metrics  

By this point it should be clear that no metric is self-evident.  Most vectors of the metric matrix will, 
of necessity, be measures of inputs rather than outputs.

To echo the sequence of the preceding section, the risk from cyber-terrorism can be gauged by 
looking at:

The state of information security technology;
The steps taken to implement security throughout the infrastructure;
The extent to which people can respond effectively to emergencies; 
Interconnections among infrastructures; and
The many factors that affect motives to attack.

The state of information security technology has to be examined at two levels.  The first is the inherent
stability and safety of the systems that people install.  Without putting too fine a point on the matter, the
greatest single factor in the vulnerability of the national (or, for that matter, international) infrastructure
to cyber-terrorism is the quality of the operating systems and closely-related products (e.g., web servers)
shipped by Microsoft.  The second is the quality of tools designed specifically for enhancing security:
firewalls, virus defenses, intrusion and anomaly detectors, as well as configuration management and net-
work management software in general.  One could include the quality of service providers who monitor
networks for a living (e.g., Bruce Schneier’s company, Counterpane).

The steps taken to implement security also have various components.  The resources allocated to infor-
mation security and the quality of people entering the computer security field certainly count.  Often
ignored in the counting are the policies that enterprises adopt to secure their own systems: e.g., who can
access what files and processes, how are firewalls configured, what is being done to inculcate security
throughout the entire organization.  

To reiterate, computer security in general, and defenses against cyber-terrorism in particular, are not iden-
tical concepts.  Actions taken, for instance, to prevent others from stealing corporate secrets help with the
former but are peripheral to the latter.

Likewise, improvements in the ability of organizations to manage disasters have a greater scope than
simply warding off cyber-terrorism.  Good people with experience and thorough training supplemented
by sufficient exercises, strong security policies, and clear lines of communication all help.

Very little is known about the ability to contain the effects of cyber-terrorism from spreading within sec-
tors or across them (and what little we know relates to the effects of natural events on power companies
or software errors on telecommunications companies).  Transmission can be direct (e.g., a virus) or indi-
rect (a power outage shuts down credit card authorizations).  The best one can hope to do is assess fire-
walls and circuit-breakers, but even a thorough census without deeper understanding is of limited help.  

Metrics for motivation would amass several factors.  One is the extent to which cyber-terrorism comes up
in what can be learned about terrorists’ plans: do they want to allocate effort to it; do they understand
what it takes to carry out cyber-terrorism?  Another includes the legal and social norms associated with
computer hacking: what are the odds of getting caught (computer hacking is not considered a suicide
mission);  what are the penalties for so doing;  what level of social condemnation (or applause) is associ-
ated with the deed?  A last factor may well be the degree to which victims believe they would be hurt by
cyber-terrorism: the greater their fear, the more terrorists may be motivated to try something.

Even the existence of good metrics (and no set of metrics for cyber-terrorism can be considered better
than mediocre) does not make it measurable in practice.  Data must still be collected.  In some cases the
data is good, or at least consistent and reliable.  CERT (Computer Emergency Response Team) keeps a
careful log of exploited faults.  CSI (Computer Security Institute) conducts annual surveys of what per-
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centage of responding organizations have been hacked and how much damage was thereby caused.
Reporting on viruses and worms is vigorous.  Graduate degrees in computer security are diligently tal-
lied.  But try to find out what is happening within organizations (many of whom do not know, them-
selves, how vulnerable they are).  For the last several years the federal government has been trying to
form various ISACs (industry sector advisory committees) as a forum through which organizations can
share stories of computer intrusions and what came of them.  Success has been modest.  Of the six sec-
tors targeted, ISACs have been, after great effort, formed in only four of them, and two of the four have
no government participation (the two sectors with government participation have long been heavily regu-
lated).  

Incidentally, such confusion is at play even when the facts are there for distribution.  Richard Clarke
used to claim that a twelve-year old hacker had achieved control over the floodway machinery of the
Roosevelt Dam.  This was accepted as true until the story reached The Washington Post and was thereby
brought to the attention of the plant’s managers.  After puzzling over the matter, they reported that the
closest possible incident in question was a hacker attack by someone twice that age which never came
anywhere close to those controls.

The State of Play

The best guess at this point is that the United States is somewhat better protected against cyber-terrorism
today than it was prior to September 11th.  But, that judgment is necessarily a reserved one based on
only a year’s worth of trends, many of which could turn around overnight based on the next piece of
popular but buggy software or the next flash of inspiration among terrorists.

Security Awareness

September 11th, itself, certainly made people more aware of security in general, and therefore, cyber-ter-
rorism.  The collapse of the World Trade Center atop a Verizon central office switch eliminated most
telecommunications services to lower Manhattan, forcing a mad scramble to recover service.  A large per-
centage of the offices in the building, itself, had offsite data storage areas and therefore did not lose irre-
placeable files.  However, the experience provided a sharp reminder of why such backup and recovery
plans were important and prompted people everywhere to revisit and upgrade their plans and proce-
dures.  A Morgan Stanley survey of CIOs taken after the attacks found that security software had jumped
from their fifth to their first priority (Economist survey).  That said, techniques of physical security differ
from those of cyber-security: e.g., the networking that allows one system to fail over to another outside
the blast zone, also makes it possible for attacks on one system to propagate to the other.  

Incidents

Conceding that catastrophic cyber-terrorism and everyday cyber-mischief are but tangentially related, the
correlation of forces between information security and systems attackers can be at least glimpsed in day-
to-day statistics.  Are things getting worse?

Yes and no.  The most often quoted indicator of mischief is the CERT’s tally of exploited weaknesses.
The index rose apace with the growth of the Internet through 1995 and then leveled off for about three
years (perhaps inexplicably, or perhaps the proliferation of CERT clones had resulted in incidents being
reported to them and not getting to CERT).  After 1998, the tally began to rise again, and exceed the
Internet’s growth rate somewhat.  So here, it would appear that attackers are ascendant.

If one looks at really serious incidents, or the level of damage, the results are less grave.  With all due
caveats for the dynamic nature of conflict in cyberspace, the hit-or-miss quality of reporting, the usual
perils of cost estimation by enthusiasts, and the perils of extrapolation from a thin base, it is entirely pos-
sible that history will record that the danger already peaked.  The two most publicized incidents actually
took place in 2000.  One was the notorious I-Love-You virus in May.  Although the Code Red worm (July,
2001) was notable (as were echoes such as SirCam and Nimda), it does not compare in terms of damage.
The other was the distributed denial of service (ddos) attack that hit multiple Web (e.g., Yahoo,
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Amazon.com) sites in February 2002.  It is worth noting that a more seriously conducted ddos attack was
carried out on 21 October 2002 against the 13 domain-name service root servers.  Although eight were
blocked for large periods of time, the other five picked up the load with the result that very few end-
users noticed any difference at all in service.  Hence, the CNET take on the incident: “Attack on Net
Services Fails.”

Worth asking -- to gauge the destructive potential of cyber-terrorism vis-à-vis more conventional terror-
ism -- is exactly how much damage these incidents caused.  The ddos attack did put the major e-com-
merce sites out of business, but in no case was anyone down for more than three hours.  If one estimates
that these sites combined did $10 billion worth of business a year, then a three hour outage (in the con-
text of a 24/7 operation) is about $5 million of lost business (plus cleanup costs).  Copycats that emerged
over the next few weeks had one to two orders of magnitude less effect.  Estimates for the cost of the I-
Love-You virus, by contrast, ranged as high as $10 billion (which would be equivalent to a major natural
disaster were such information at all believable).  When one considers that at very most 12 million peo-
ple were affected (if that -- only one in twenty businesses reported any significant impact) and that the
average loss in productivity among them cannot have been very large (for some, a day without e-mail
may have been even more productive), a true figure has to be ten to one-hundred times less.  The
Computer Security Institute maintains an annual poll of damage from all cyber incidents effecting major
organizations; their numbers have yet to cross a billion dollars a year (among responders).  A final statis-
tic, useful more for its value as a trend than as an absolute sum: the London consultancy, mi2G, esti-
mates that the projected economic damage for overt digital attacks worldwide, despite the numbers hav-
ing doubled from 30,000 to 70,000, will have actually fallen from $7.7 billion in 2001 to $7.3 billion in
2002.

It is undeniable that the amount of junk flowing through the Internet is on the rise.  One source even
estimated early this year that as much as five to ten percent of all packets in circulation may be part of
one ddos attack or another.  What is more apparent to the average user is the rise in junk mail, from per-
haps less than one in ten e-mail messages a year or two ago, to something close to one in three.  It
remains an open question whether the worldwide commons of cyberspace can be protected against pol-
lution of such sorts as long as the cost of sending any given packet is zero.  Nevertheless, the volume of
junk has not yet created a groundswell in favor of metered pricing of the sort that would impose costs on
spammers (although this hesitancy may be cultural and historic rather than economic: GSM’s messaging
service is growing quite lustfully despite per-byte metering).

Lest a rising tide of cyber-pollution be considered symptomatic of a growing risk of cyber-terrorism, the
reverse may well be true.  It is now well-accepted that a modicum of pathogens in a child’s environment
(e.g., from dirt or house pets) leads to a decrease in serious diseases because the child’s reactions build
up its immune systems.  Similarly, the growing understanding that cyberspace is a chancy environment is
prompting a healthy growth in attention to cyber-security.

Preparation

There is considerable evidence that the software sector (both the money-making and the open source
sides) is paying more attention to security.  

The most important announcement to that effect was Bill Gates’ declaration in January 2002 that
Microsoft would, henceforth, take security as seriously as it took the Internet.  As a result, Microsoft’s
development staffers, 8000 strong, were told to stand down for six weeks while they learned or re-
learned the essentials of security and the techniques for reliable code-making.  Microsoft executives now
declare that a security hole, once discovered, is enough to cause shipments to be slipped.  Microsoft has
also been liberally announcing security holes and patches, averaging roughly one and a half major bugs
a week since then.  There are three ways to look at this announcement.  One: Microsoft could be taking
responsibility for the awful state of computer security occasioned by its past inattention to the matter
(unlikely).  Two: Microsoft is responding to publicized complaints (notably, but not exclusively, by the
Gartner group) that its inattention to security makes it ineligible for mission-critical applications (likely).
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Three: Microsoft, which is laboring mightily to alter its business base from one-time sales to subscrip-
tions for periodic upgrades, is using the security argument to bolster the market for upgrades by castigat-
ing its old products as insecure by comparison to what will be coming (anyone’s guess).  It is too soon to
say whether the announced attention to security will result in dramatically more secure products.
Nevertheless, the newest versions of its operating system, SQL server software, and web-servers being
shipped, now default to secure rather than insecure mode; many security-problematic features have to be
explicitly turned on rather than explicitly disabled.

The continued rise in Linux and other open-source products is also a source of some encouragement for
computer security.  This is not necessarily because Linux is more secure than Microsoft’s Windows
(there is considerable dispute on that point even though an elder cousin of Linux, BSD Unix, has a very
good security reputation).  The point is more that Linux is more open and therefore putatively easier to
patch but clearly easier to tweak for the precise security policies that an organization wants to follow.
Over the last few years, Microsoft has been more willing to show large customers (e.g., the U.S.
Government) more of its source code, but it is the rare case where they will allow others to tweak it for
their own use.  Incidentally, overseas governments (notably China) have started to favor Linux out of
highly paranoid fear that Microsoft has placed back doors in its operating system that would permit the
U.S. Government to manipulate customer systems in a crisis.

The academic and research community has continued, with ever-more generous funding, to improve the
state of knowledge of computer security.  It is noteworthy that in the last year, security holes have been
found in established erstwhile-faultless programs (e.g., Keberos security suite) and protocols such as
SNMP (for network management) and ASN.1 (for expressing formatting).  Since all three are well into
their second decade of use with no record of these holes having been exploited, such activity is tribute to
the increasing diligence and competence of the white-hat hacker community.

How well the white-hat hacker community will thrive in the years to come, ironically, has a great deal to
do with the current struggle over the protection of intellectual property.  Why?  The rise of the Internet
has placed owners of music, video and other forms of entertainment in a bind.  On the one hand, the
economics of distribution are clearly moving from atoms to bits.  On the other hand, it is far easier to
pirate and disseminate digitally encoded entertainment than its analog counterpart (e.g., the quality of
analog material deteriorate with every copy; not so with digital material).  The technical response to this
dilemma has been to develop cryptographic locks for certain forms of media so that they can only be
played by the (hardware of the) person who bought the first copy.  The effort has been frustrated by the
truism that embedded encryption has a short lifespan (hackers that physically possess the product can
bang away at until they “break” it).  To supplement what is fragile technology, the media industry per-
suaded Congress to pass the Digital Millennium Copyright Act, which makes it a federal crime to circum-
vent security systems or even describe how it would be done.  A Russian software engineer was charged,
under the DMCA, with publicizing exploits against weaknesses in Adobe’s electronic book format.  Until
HP thought better of it, the DMCA was also held as a club over a company that distributed techniques
for breaking its Tru64 Unix operating system.

In March, 2003, Executive Order 12958 was amended to permit vulnerabilities of the national infrastruc-
ture -- and thus, presumably, the Internet -- to be classified at a secret level or higher.  Whether this
chills the current discussions of information system vulnerabilities remains to be seen; unlikely, 
but not impossible.

The security community has also been engaged in a debate over what to do when a bug is found: should
there be a quiet communication with the vendor or an announcement to the world?  Microsoft has been
campaigning for the former but others respond that Microsoft, itself, has been slow to patch bugs.
Unfortunately, even an announced bug patch is likely to lead to a wave of exploits inasmuch as hackers
are likely to reverse engineer the patch to discover the bug, and then develop and deploy an exploit for
the bug -- and all this before the patches are widely installed.

The rise of wireless networking is one other trend whose impact on security merits note.  In the wave of
enthusiasm over the wireless local-area-networking technology, 802.11b (or Wi-Fi: wireless Ethernet), the
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security holes in the protocol have received insufficient attention.  As a rule of thumb, for every three
802.11b networks; one of them has no security turned on whatsoever (so that anyone within broadcast-
ing range can listen and inject anything into the network); one has turned on the easily-breakable securi-
ty that comes with it standard; and one layers a real security package (e.g., a virtual private network) on
top.  Many organizations have found themselves plagued with rogue 802.11b junctions just waiting for
trouble.  Expect more of the same if and when electronic devices appear pre-equipped with Bluetooth (a
short-range point-to-point networking protocol that allows equipped electronic devices to “find” one
another, and begin conversation).  Finally, now that palmtops are beginning to be infected by viruses, the
convergence between palmtops and telephones suggests the possibility of telephone zombies which may
have a lot more potential to congest phone lines than ddos attacks can congest the Internet.  

The Environment

Threat, standards, insurance, and laws bear note: evidence of intent to commit cyber-terrorism 
remains hard to find.  A great deal was made of the discovery in Afghanistan that someone had 
downloaded descriptions of various SCADA systems.  This, by itself, proves nothing more than a cursory
interest in the field.  (One could speculate that someone may have heard that attacking SCADA systems
could disable power infrastructures and decided to see what the fuss was about -- concluding such
attacks were too difficult or insufficiently exciting).  Among all web sites defaced, the percentage done 
for political reasons, although rising, is only ten percent so far -- and defaced web sites hardly fit the 
definition of “terror.” 

The good news on standards is that the metrics community is intensifying its efforts to try to measure
good security.  The use of “common criteria” to measure software quality, for instance, is increasing.  Of
perhaps greater relevance is the adoption of ISO 17799 (an international adaptation of a British Standard
7799), which attempts to measure the quality of an organization’s information security process.  ISO
17799 is analogous to ISO 9000 (dealing with the quality control process) and ISO 14000 (dealing with
the environmental management process).  If it works it will be possible to assess (and thereby create
pressure to raise) the quality of an organization’s information security on an ongoing basis.  The devel-
opment of a robust insurance business to cover damage from cyber-attacks would also put the wind
behind standards.  There is some activity (enough so that the aforementioned Cyberpane can claim 
that the use of its services will cut insurance premiums by a quarter), but such insurance is by no 
means universal.

On the legal front, the European Commission has crafted a directive on cyber-crime that has already been
converted into legislation in multiple European countries.  This should make it easier to both investigate
and prosecute alleged attacks of cyber-terrorism.  In the United States, the most noteworthy development
has been the Department of Homeland Security’s absorption of the Critical Infrastructure Assurance
Office (CIAO) and the National Infrastructure Protection Center (NIPC) (except for cyber-crime prosecu-
tion).  In September 2002, Richard Clarke (then point-man for cyber-security at the National Security
Council) released a for-comment draft of a new national strategy on cyber-terrorism, which was more
remarkable for its lack of content than for anything it actually said.  Emblematic of its approach was its
focus on the security of home computers lest they be involved in zombie attacks.

After Richard Clarke left, the report that was finally issued had what little content was in it completely
flushed away.  To illustrate as much, consider the recommendations from each of the five sections by
focusing on the verbs (either as stated or as inferred: e.g., develop an assessment = “assess”).  Section 1
had seven recommendations: appoint, complete, evaluate, encourage, encourage, raise awareness, and
encourage.  Section 2 recommended: share, assess, convene, cooperate, develop (best practices), disclose,
share (e.g., implement a clearinghouse), encourage, partner, support volunteers, coordinate, coordinate,
encourage, facilitate, and facilitate.  For Section 3 the verbs were: facilitate, encourage, convene, encour-
age, encourage, (no verb), implement (training programs), develop, and encourage.  Section 4 would:
deploy (automated security tools within federal networks), review, consider, review, explore, and encour-
age.  Finally, Section 5 boldly declaims: ensure, attribute, coordinate, reserve (the national right to
respond in an appropriate manner), facilitate, identify, encourage, foster, encourage, and, finally, encour-
age.  None of this is terribly encouraging.
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As the Economist concluded, “the lily-livered approach [of the for-comment draft of the national strategy
on cyber-terrorism] approach might, in fact be the best one.  When a risk has been overstated, inaction
may be the best policy.”  That noted, even Richard Clarke makes the case that cyber-security is less justi-
fied by its ability to thwart the low-risk possibility of cyber-terrorism, but to counter the day-to-day run
of cyber-attacks (from November 2002 Washington Monthly).

Toward an Agenda 

To frame the policy discussion, start with the basic economics question: do people systematically under-
invest in systems security?  There are two quick reasons that they might -- both familiar ones.  First,
those who invest in research create positive externalities (e.g., a spillover in knowledge) that they cannot
harvest thus they do less than they should.  Of course, cyber-security is not the only place this holds.
The force of this argument is why government investment in R&D is well-accepted and substantial --
even, perhaps especially, for information security (although much of the research is motivated by govern-
ment-unique problems).  Second, in concentrated industries, a firm’s incentives reflect not only
cost/value calculations but the effects of investment in market share.  So, a company with a dominant
market share could conceivably ignore security and not sweat the consequences.  

Perhaps, people are simply unaware of how insecure they are.  After all, computer security is an arcane
topic to most people, and attempts to master the subject are constantly undermined by rapid shifts in the
essential particulars (e.g., within the last few years the most common source of malicious code shifted
from boot-sector viruses to macro viruses and then from macro viruses to worms).  But, ignorance does
not necessarily indicate under-investment.  Over-investment -- especially if driven by fear -- is also possi-
ble.  The more experience people have with their own security environment, the harder it is for govern-
ment (or any other “expert”) to claim it knows better.

Two other reasons for under-investment bring us closer to policy responses.   

One is the harm done to others.  Both feckless users that allow their computers to be turned into zom-
bies, or spewers of spam levy costs on others by their polluting the medium.  A potentially greater prob-
lem may arise from attacks on public utilities (again, in theory).  Someone dependent upon electricity,
for instance, can experience great discomfort by losing it.  Unless power companies (phone companies,
etc.) feel the pain (lost sales are a trifle in such cases) they may be apt to be a little sloppy about secur-
ing their own systems (although empirical evidence to that effect is not compelling at this point).  There
is also some, albeit ill-understood, potential for induced faults to hopscotch from one victim to another
within consolidated infrastructures.  

The second has to do with scale.  Some may believe that they have to cover small losses, but reason with
some basis, that the costs of a widespread catastrophe will be borne by others.  Indeed, one of the more
pernicious aspects of any discussion about cyber-terrorism is that, by likening it to war, the appearance is
given that attacks give rise to their declaring force majeure.  As war victims, people or companies can
demand and hope to get indemnification for third party losses.

Comparison to what happened in preparation for the year 2000 may be apposite here.  Prior to the event,
at least one prominent analyst (Edward Yardeni) claimed that there was almost a 50:50 chance of a
resulting recession.  The National Intelligence Council was braced for a wave of chaos as infrastructure
failed globally.  Remediation costs upwards of $100 billion were multiplied by expectations that a subse-
quent wave of finger-pointing would culminate in a trillion dollars worth of lawsuits.  Federal officials
manned command centers to watch over a country celebrating, in the event the transition to a new mil-
lennium proved to be the Comet Kahoutek of computerdom.  What failures occurred were minor and the
total sum of inconvenience even more so.  True, close to $50 billion was expended in warding off disas-
ter, and it is clear that the problem would not have gone away on its own.  It is less clear, in retrospect,
whether the right amount of money was spent.  Countries and sectors less frightened about the problem,
and thus more inclined to put things off until much closer to the date, did not seem to experience the ill-
effects of their ostensible improvidence.  Two lessons may be drawn from all this.  One is that today’s
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infrastructure -- the combination of systems and people -- may perhaps be more robust than commonly
believed.  Two is that the problems one sees coming are not the ones likely to cause problems.  Networks
may be resilient to the extent that people worry that they are not.

An Agenda for Appropriate Action

These factors suggest a modeled agenda to reduce the risk level from cyber-terrorism down to fair levels.

First, stop thinking of cyber-security in terms of cyber-terrorism.  Do not lodge the issue in the 
National Security Council and link it only lightly with other concerns in the Department of Homeland
Security.  System owners have no one but themselves to blame if they are hacked.  People, by contrast,
cannot avoid breathing and thus cannot avoid being victims of, for example, an anthrax attack.
Vulnerabilities matter; attackers, less so.  Encourage others to think of security as a “best practice,” 
not as a fortification.

Second, establish as a matter of law and expectation that a regime of strict liability will apply to those
whose fecklessness in the protection of their own systems harms third parties -- force majeure should not
be accepted.  In other words, institutions that have legal, charter, or contractual requirements to provide
services (e.g., electricity), assure information (e.g., keep proper bank accounts), or protect information
(e.g., confidentiality of health records) cannot blame cyber-terrorists for their failures.  National Academy
of Science (NAS) reports have advocated a regime of liability for software makers as well, but this may
be premature until much better software quality metrics exist.

Third, within a vigorous R&D program, emphasize research on metrics for security (see above), and a
more fundamental understanding of how faults propagate across infrastructures (see below).

Fourth, insofar as the government exercises its concern of information security it should concentrate
strongly on public infrastructures -- not the least of which are its own.  These sectors have historically
been associated with tests of public convenience and necessity.  Most of them also interoperate with
their peers, creating the possibility that the weaknesses of one may become the weaknesses of all.

Fifth, laws and rules that mandate that incumbent infrastructure providers grant potential competitors
fair access to their networks and facilities should be reviewed to ensure that such access does not create
information security vulnerabilities.

Sixth, anything that can encourage the transition from the fourth to the sixth version of the Internet
Protocol (i.e., from IPv4 to IPv6) is a good step on the way to limiting the potential of ddos attacks.

Prospects

As with any policy, were the merits so obvious and the countervailing interests so weak, it would have
come to pass by now.  That noted, the prospect for such an agenda is not daunting.  As people grow
more sophisticated about information security, they will recognize cyber-terrorism for the exaggeration
that it is -- while also recognizing system security for the necessity that it is.  So, stopping the over-react-
ing (item 1) and concentrating on infrastructures (item 4) are plausible.  Two other items require modest
funding reallocations (no more than $100 million a year): shifting the emphasis of information security
R&D (item 3) and leaning towards IPv6 (item 6).  Neither are impossible, and item 6 is inevitable, if not
immediate.

The two agenda items related to regulation and liability (items 5 and 2) are within range.  The impact of
deregulation on infrastructure security has largely been an esoteric and technical topic and thus not yet
part of the political agenda.  Anything that would harm competitors at the expense of incumbents would
be opposed by the former and applauded by the latter -- but the first agenda item is to understand what
needs to be done to cauterize such connections.  The paucity of cases dealing with third party harm as a
result of computer intrusions means that no one knows that the liability regimes actually are in practice.
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Government policy could be leaning on an open door.  Software liability, for its part, would be vigorously
opposed.  But until software metrics improve, it is a deservedly notional idea.

Conclusions

The Beltway sniper’s attacks of October 2002 provided a reminder, as if anyone needed any, of what ter-
ror was.  People worried for their own safety.  Parents were especially worried for their children.  By con-
trast, there is nothing anyone can do to a person’s computer that can generate such terror.  Were it possi-
ble that attacks on information systems were capable of killing people, then at least some element of ter-
ror would be present.  As a general rule, however, those systems whose misbehavior could put people at
risk are well protected, or should be.  Any system that can harm people through software faults and does
not accord to widely-recognized fail-safe principles may therefore be considered badly engineered -- with
or without the existence of terrorists.

That said, the national (and international) information infrastructure is by no means secure, and it is
possible that a persistent, clever, and/or lucky attack upon portions of it can cause far more grief than it
should.  The best way to manage such a risk is to recognize the risk for what it is.  The trick is to focus
on the few critical infrastructures, understand them, and ensure that their owners have incentive to pro-
tect them.
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AN ASSESSMENT OF FEDERAL CRITICAL INFRASTRUCTURE PROTECTION
EFFORTS SINCE SEPTEMBER 11

Michael Scardaville

The September 11 attacks on the World Trade Center and the Pentagon demonstrated the willingness and
ability of international terrorist organizations to take advantage of unrecognized weaknesses in the avia-
tion industry1 to conduct large-scale attacks against the United States.  Further, this interest has apparent-
ly not subsided nor is the aviation sector Al Qaeda’s only target.  Computers have reportedly been found
during the military campaign in Afghanistan containing structural analysis programs for dams and other
information related to supervisory control and data acquisition (SCADA) systems for water facilities.2

More recently, FBI Director Robert Mueller testified in front of the Senate Select Committee on
Intelligence that “symbols of U.S. economic power” and the “transportation and energy infrastructures”
are prime targets for Al Qaeda due to their belief that attacks on such targets would cause substantial
economic disruption.  As a result, efforts to protect the critical infrastructure nodes that support the
physical and economic well being of the United States are more important than ever.

More robust security programs need to be infused into the business practices of those industries that are
crucial to national operations, economic vitality, and public well being.  Doing so, however, is a complex
undertaking that involves actors both in and out of government.  In order to succeed in making private
industries more secure the federal government will need to assist the private sector in developing its
security programs, and business must provide government with sufficient information to evaluate the
vulnerability and potential consequences of a successful attack.  In fact, the extent to which business
and industry are able to assist each others’ infrastructure protection policies is likely to prove one of the
most central determinants of whether or not critical infrastructure protection efforts are succeeding.

Such cooperation will require a closer partnership between the public and private sectors.  Developing a
strong working relationship between industry and government for critical infrastructure protection will
necessitate a major reassessment of pre-September 11 programs and policies and a restructuring of the
federal bureaucracy to meet current needs.  Infrastructure protection efforts must be built into a layered
national strategy to combat terrorism.  An effective critical infrastructure protection program should
establish a deterrent against attacks on vital nodes, point-of-incident protections and consequence mitiga-
tion, and reconstitution efforts to lessen the impact of a successful attack. 

Presently, the federal critical infrastructure protection program is in the design and early implementation
phase and will likely require additional time to be fully implemented.  Nonetheless, some crucial build-
ing blocks have been laid over the last eighteen months.

Challenges and Opportunities

Like most aspects of homeland security policy, critical infrastructure protection presents unique jurisdic-
tional and governance issues that are not as prevalent when considering traditional defense and national
security matters.  Responsibility for protecting vital nodes is shared among federal, state, and local
authorities as well as the owners and operators of the facilities in question.  An effective policy will
require close cooperation between all levels of government and between government and the private sec-
tor.  Furthermore, this relationship must be developed in a manner that promotes security while not
harming the economy.

Private industry owns between 85 and 90 percent of the assets vital to national operations and well-
being.  Private owners, however, did not go into business to secure an industry’s nodes for public use,
but to make a profit.  As a result, their investment decisions are based primarily on bottom-lines, con-
sumer and shareholder confidence, and other market forces.  This does not mean, however, that industry
does not spend money on security.  On the contrary, most business owners recognize that excessive vul-
nerabilities can affect their profits through decreased consumer and shareholder confidence and reduced
productivity, as well as higher insurance premiums.  This is particularly true if their facilities were the
target of a successful terrorist attack or were used by a terrorist to facilitate an attack.  Indeed, one only
need look at the dramatic economic effect the September 11 attacks have had on the aviation industry to
recognize that there is a strong business case for private investment in security.3 Nonetheless, decisions
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on how much security and what kind will be based on a balanced consideration of a variety of economic
factors including the need for protective measures. 

In order to balance such competing interests, most businesses rely on risk management tools to identify
risks, evaluate how serious they are and suggest appropriate counter measures based on the potential
likelihood and consequences of a disruptive event.  For example, in November 2002, the National
Infrastructure Protection Center (NIPC) recommended a five-step risk management tool to industry that
included:4

An Asset Assessment to identify those nodes critical to operations; 
A Threat Assessment to identify potential adversaries, their intent and their capability;
A Vulnerability Assessment to determine weaknesses in the assets in step one that an 
adversary identified in step two may exploit;
A Risk Assessment, which is intended to balance the findings of the first three steps; and,
The Identification of Countermeasure Options.

In this process, each step builds off the decisions made in the previous steps.  In short, a manager must
first identify what assets are crucial, determine whether there exists a credible threat to those assets,
evaluate what aspects of that asset make it accessible to attack, and decide what to do about it.

Of these five steps, the one that has the greatest risk of causing an
under-investment in a business’s critical infrastructure protection
efforts is step two, threat assessment. In the past, industries have
viewed the likelihood of terrorism as low5 and had little understand-
ing of the nature of the threat.  September 11 has convinced many
in industry that they and their systems are, in fact, potential terror-
ist targets and that some kind of attack is likely to occur in the near
future. However, they still need a more comprehensive understand-
ing of what the nature of threat is in order to develop and imple-
ment the most effective protection and response strategy.  In fact,
NIPC recommends that the person conducting the risk assessment
must “determine if [the potential adversaries] have the intent and
capability to cause an unwanted event and their history [proven
track record] of successful attacks against types of assets identified
in step one.”6 While there is a broad appreciation of groups like 
Al Qaeda and their intent and capability to attack American 
targets as well as their history of recent success, rarely is this 
information available with sufficient detail to guide business 
procurement practices.  

From the government’s perspective, the greatest challenge facing officials responsible for infrastructure
protection policy is how to affect the size and scope of private investment in security.  There are many
means a government agency could use to achieve these goals, but like their commercial sector counter-
parts, policy makers must weigh the potential costs and consequences of the various tools at their dis-
posal.  For example, regulation is a tool frequently used by government agencies to ensure businesses fol-
low certain practices (i.e. safe working conditions) but regulation typically has a net negative effect on
the industry and the broader economy.  Indeed, according to the Cato Institute, regulation already cost
industry $854 billion in 2001, or 8.4 percent of the United States gross domestic product.7 In addition, the
Office of Management and Budget has estimated that regulation currently costs businesses seven billion
hours of employee time per year.8 Adding to this burden may help meet one national objective, improv-
ing security, only to detract from others, including a healthy and vibrant economy.  In addition, the fre-
quent use of strong-arm tools such as regulation is likely to create a hostile environment between the
regulator and the regulated.

Therefore, a better policy would be to attempt to influence the risk management calculations made in
boardrooms across America through information sharing, cooperation and incentives instead of coercion
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or regulation.  Developing a close working partnership between industry and government members of
one sector can provide the other with the information it lacks to make a fully informed decision.
Industry needs to better understand the threat as well as lessons learned about vulnerabilities and differ-
ent corrective means.  Government, on the other hand, needs a better assessment of the vulnerabilities in
America’s infrastructures to better analyze the risk a particular threat may pose so it can develop policy
and technological countermeasures.  Likewise, the two can collaborate to determine what policies would
best deter, prevent and respond to attacks.  However, this will require an unprecedented degree of coop-
erative communication between government and industry.  In the past, a number of roadblocks, includ-
ing mistrust of how government will use information industry shares with it and the legal consequences
of collaboration, have prevented such coordination.  Removing such obstacles must be a top priority and,
fortunately, Congress and the Bush Administration are already removing some of the most glaring. 

With the major roadblocks to partnership removed, however, individual businesses may still choose to
invest in sub-par security programs.  When this proves to be the case, the federal government will have
to take more direct action to promote investment.  While regulation is the typical means by which gov-
ernment moves industry into particular policy decisions, providing incentives can be a more economical
and amicable method.  Government security incentives can act as a catalyst to the existing market forces
that drive business decisions.  For example, most investors seek a degree of security in the shares they
buy in a business.  That security is based in part on the company’s ability to continue operations.  Since
a terrorist attack has the potential to disrupt operations, private security measures should be of concern
to somebody considering buying shares in a company.  Similar forces drive the decisions of consumers
and insurers.  The Department of Homeland Security (DHS) could use this tendency to promote better
security investment by an individual corporation by operating a security credentialing program to certify
that a given company meets DHS minimum standards for infrastructure protection.  Investors, consumers
and insurers could then look for DHS certification when deciding whether or not to invest in, purchase
from or insure a given company. 

In addition to challenges inherent in the private sector and those that arise from the intersection of 
private and public interest, potential problems can arise due to the number of federal agencies with 
a role to play in critical infrastructure protection policy.  In fact, prior to the establishment of the
Department of Homeland Security, the United States General Accounting Office identified the lack of 
a clear division of responsibilities among federal agencies with critical infrastructure protection policies
as a major obstacle to policy implementation.9 While the creation of the DHS solves some of these 
problems, the current National Strategy for the Physical Protection of Critical Infrastructure and Key
Assets assigns responsibilities for infrastructure protection efforts to, in addition to the Department of
Homeland Security, the Departments of Agriculture, Health and Human Services, Defense, Energy,
Treasury, Interior and the Environmental Protection Agency.  While on the surface this arrangement
seems like a recipe for a bureaucratic disaster, it is also necessary as these other federal agencies have
direct regulatory responsibilities for a variety of critical industries and will have relationships with 
industry for more daily operational matters.  Secretary of Homeland Security, Tom Ridge, will have 
the additional responsibility of ensuring these other federal agencies adhere to plans developed 
by the DHS and also cross-sector convergence.

What Determines Success?

A successful critical infrastructure protection policy will respond to these challenges and establish a deter-
rent against attacks on vital infrastructure nodes, point-of-incident protections through industrial efforts to
prevent attacks as they are being initiated, and consequence mitigation and reconstitution plans to lessen
the impact of a successful strike.  Preventing all future attacks on critical infrastructure or the use of vul-
nerabilities in one sector to conduct an attack is not a reliable measure of success in and of itself.
However, being able to prevent the majority of attacks and reduce the consequences of a successful attack
must continue to be a primary national objective.  A successful attack with unconstrained consequences
would, nonetheless, illustrate a single point of incident failure if not broader systematic deficiencies.
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Since neither the federal government nor industry alone can fully secure national infrastructures from
attack, the broad objective needs to be the creation of an environment where government and industry
can freely share information related to threats, protection/deterrence measures, and consequence mitiga-
tion and reconstitution efforts while collaborating over the specific objectives and security visions.  Such
an arrangement can provide both industry and government with the knowledge to make better invest-
ment and policy decisions.  However, such a program cannot be developed overnight and will require a
number of steps before it can be realized, including:

Removal of pre-existing roadblocks to effective cooperation and establishing the federal 
government as a reliable interlocutor for industry.  Both sides must be able to trust each 
other and believe that the relationship will provide them with a constant benefit.

Re-evaluation of pre-September 11 policy priorities in light of the changed international security 
environment and new objectives must be developed to fit these circumstances.  For example, the 
historical emphasis on cyber-security and incident response measures should be reconsidered in 
light of Al Qaeda’s ability to exploit systematic vulnerabilities in the aviation sector using 
low-tech means to conduct mass casualty attacks.

Development of structures around the determined objectives instead of trying to force new ideas 
into old bureaucracies.  The establishment of the Department of Homeland Security this year 
creates an opportunity to restructure federal critical infrastructure protection efforts to operate as 
efficiently as possible.

Forming partnerships which can be sustained and are mutually beneficial.  Both business and 
government must feel their needs are being met for an effective partnership to be sustainable.

A prime determinant of the federal government’s success in developing such a collaborative environment
will be an increase in private security practices without a corresponding increase in regulation.  If a fed-
eral agency determines that regulation is necessary in a specific area it will be a prime indicator that
partnership and market-based efforts have failed in that sector.  At that time, policymakers will have to
weigh what can be gained through security regulation versus the economic and other costs associated
with such rules.  Like the responsibility for securing infrastructure itself, the burden for ensuring that
partnership efforts do not fail and regulation does not become the norm rest with both industry and gov-
ernment.

A Brief History of Critical Infrastructure Protection Prior to September 11

Like many areas of homeland security policy, critical infrastructure protection efforts are not new but
have become more visible and more important.  In fact, most of the structures and policy perspectives
that continue to guide federal critical infrastructure protection policy grew out of Presidential Decision
Directive 63 (PDD-63) signed by President Bill Clinton on May 22, 1998, and the report of the President’s
Commission on Critical Infrastructure Protection10 on which it was based.  

The President’s Commission recognized that communication between government and industry would be
crucial to protecting the cyber assets of critical infrastructure11 owners and operators and recommended
the creation of a variety of programs in the federal government to better achieve such information shar-
ing, including a White House policymaker, a National Infrastructure Assurance Office in the National
Security Council (with a support staff in the Department of Commerce), a Presidential advisory board
and clearing houses for each industry sector identified.  It also emphasized the need for better analysis
on the nature of the threat to critical infrastructure and the vulnerabilities in its operations.  The
Commission early on also recognized that a number of legal obstacles, such as a lack of clarity in the
freedom of information act, might result in impediments to effective information sharing.

The findings of the Commission were largely incorporated into PDD-63.  It stated the Clinton
Administration’s policy as “the United States will take all necessary measures to swiftly eliminate any sig-
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nificant vulnerability to both physical and cyber attacks on our critical infrastructure, including especially
our cyber systems” and established a national goal of establishing an initial critical infrastructure protec-
tion policy by 2000, and a fully implemented program by 2003.  The directive called for the establish-
ment of a “genuine, mutual and cooperative” relationship between industry and government.  PDD-63
also sought to improve cooperation without regulation or unfunded mandates “to the extent possible.”

Most importantly, PDD-63 established a structure for implementing this policy that carried through the
establishment of the DHS with some elements continuing today.  Specifically, the directive designated 11
federal agencies as Lead Federal Agencies and assigned them the responsibility to interact with the nine
industries identified as critical.12 In addition, the directive created a National Coordinator for Security,
Infrastructure Protection and Counter-terrorism in the National Security Council who would also chair
the interagency Critical Infrastructure Coordination Group, the National Infrastructure Assurance Council
to provide the President with advice from the private sector.  PDD-63 also required the federal govern-
ment to begin developing plans for analyzing vulnerabilities, correcting them, warning, response, recon-
stitution, education, research and development, intelligence collection, international cooperation, and leg-
islative and budgetary requirements.  

While PDD-63 established critical infrastructure protection as a national priority and created a structure
for its implementation, neither the goals of the directive or the vision of the President’s Commission on
which it was based have been fully met.  As recently as last year, the General Accounting Office (GAO)
concluded “efforts to perform substantive, comprehensive analyses of infrastructure vulnerabilities and
the development of remedial plans has been limited.”13 The GAO also concluded that federal threat
analysis and warning efforts were insufficient although programs initiated by the National Infrastructure
Protection Center laid groundwork for effective distribution once developed.14 Most importantly, federal
efforts to date have yet to result in an effective public private partnership for critical infrastructure pro-
tection.15 In short, prior to the September 11, 2001 attacks on the World Trade Center and the Pentagon,
critical infrastructure protection policy was recognized as a necessity but was not pursued with sufficient
vigor to meet the growing threat. 

In addition, federal critical infrastructure protection efforts since 1998 have focused heavily on securing
information systems and the internet. In fact, PDD-63 directly called for such an emphasis.  While
addressing cyber-security concerns is an important component of critical infrastructure protection, partic-
ularly with the ever increasing number of cyber intrusions occurring annually16 and the internet’s quality
as an enabler of other systems, physical security and interdependent network protection must form a
comparable priority as their disruption or destruction could cause extensive public harm.  Likewise, most
efforts to date have focused on analyzing cyber intrusions after they occur and cataloging hacker trends
in order to learn how to prevent similar future attacks and mitigate the impact of the attack.  Such a pro-
gram relies on a successful attack as the motivating factor for new protective measures, a situation that is
unacceptable in the age of mass casualty terrorism.

New Policies Initiated Since September 11

September 11 required a comprehensive reassessment of what was being done and the scope of the pro-
gram.  On October 16, 2001, President Bush signed Executive Order 13231 (EO13231), which outlined the
administration’s initial policy on critical infrastructure protection as “to protect against the disruption of
the operation of information systems for critical infrastructure and thereby help protect the people, econ-
omy, essential human and government services, and national security of the United States, and to ensure
that any disruptions that occur are infrequent, of minimal duration, and manageable, and cause the least
damage possible.”  EO13231 also created the President’s Critical Infrastructure Protection Board (PCIPB),
which was comprised of members of the senior executive staff 17 and chaired by the Special Advisor to
the President for Cyberspace Security, and the National Infrastructure Advisory Council (NIAC) com-
prised of members of the private sector.18 The PCIPB was directed to “recommend policies and coordi-
nate programs for protecting information systems for critical infrastructure” but has been disbanded by
Presidential Directive since the creation of the Department of Homeland Security.19 Its responsibility for
coordinating federal critical infrastructure protection policy will likely be absorbed by the new Homeland
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Security Council.  Meanwhile the NIAC was given the responsibility of providing “the President advice on
the security of information systems.”20 The directive’s statement of policy and the establishment of the
PCIPB and the NIAC codified the pre-existing tendency to focus on cyber-security issues to the detriment
of physical security efforts by specifically concentrating federal efforts entirely on information systems.
In addition to the policy initiatives of EO13231, the establishment of the Department of Homeland
Security in November 2002 offers significant advantages to the implementation of federal CIP policy.
Specifically the Homeland Security Act of 2002 (P.L. 107-296), which established the department, trans-
ferred the National Infrastructure Protection Center (NIPC), the Critical Infrastructure Assurance Office
(CIAO), (FedCIRC), the energy security and assurance programs of the Department of Energy, the
National Infrastructure Simulation and Analysis Center (NISAC), the National Communication System
(NCS) and consolidated them into the Department’s Information Analysis and Infrastructure Protection
Directorate (IAIP).  Combined, these agencies were responsible for most broad aspects of federal CIP pol-
icy (with specific sector coordination handled by other offices within the designated federal lead agen-
cies).  It is important to recognize that when these agencies were transferred to the Department they lost
their unique identities and were melded into six offices: Competitive Analysis and Evaluation and
Planning and Partnerships, both of which report to the Under Secretary for Information Analysis and
Infrastructure Protection; the Infrastructure Coordination Division and Infrastructure Protection Division,
which fall under the Assistant Secretary of Homeland Security for Infrastructure Protection; and the Risk
Assessment Division and Information and Warnings Division, which answer to the Assistant Secretary of
Homeland Security for Information Analysis.

By consolidating the functions of these agen-
cies within IAIP, many of the coordination
problems that previously existed can be
resolved.  Under the new department,
responsibility for policy, planning, analysis
and warning will all ultimately fall under one
Undersecretary instead of being spread across
the federal government.  Partnership initia-
tives will still be undertaken by a variety of
federal agencies, but with the DHS responsi-
ble for the overall partnership initiative,
national strategies and priorities and the fus-
ing of terrorism-related information analysis
with information on business practices 
and vulnerabilities.

The creation of the DHS also affords the federal government the opportunity to fundamentally reassess
how it conducts CIP policy in light of the new strategic environment post-September 11.  By placing
those federal agencies responsible for critical infrastructure protection policy in the same directorate that
is responsible for information analysis, the DHS should allow for an unprecedented incorporation of
threat assessment data into infrastructure protection efforts.  As a result, the DHS should be better
equipped to provide industry with the detailed threat analysis it needs to adequately undertake its risk
management calculations.  This increased emphasis on information analysis should also allow the DHS
to work with industry to include more preventive measures absent an attack instead of stressing new
mechanisms industry should adopt in response to a successful attack.  Likewise, by combining responsi-
bility for analyzing threats and vulnerabilities into one directorate, the DHS should be able to develop a
more comprehensive assessment of the level of risk various industries and regions currently face.  This
should enable the department to better prioritize its research, funding and targeted outreach efforts.
This, however, is not to suggest that broad industry partnerships should be disavowed in favor of target-
ed relationships based on intelligence data.  The intelligence community will rarely know the full scope
of plans current and future terrorists may be developing.  Likewise, these organizations can change their
plans much more quickly than relationships can be developed and security investments made.  Any pro-
gram that focused only on those sectors being targeted by terrorists would likely then create new vulner-
abilities and potential targets.

Reuters
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The Homeland Security Act of 2002 also offered a number of legal protections private industry had long
been calling for as a prerequisite to closer cooperation with government.  First, the Act provided 
anti-trust protections to businesses that shared information related to infrastructure vulnerabilities or 
protection measures either directly or through an ISAC.  This provision allowed them to share 
information in order to protect an entire sector without fear of being brought to court for uncompetitive
business practices.

Second, the Act expressly exempted information related to critical infrastructure protection efforts volun-
tarily shared by industry with government from release under the Freedom of Information Act (P.L. 93-
502).  Many in the private sector had long viewed such an explicit exemption as necessary before they
would share information with government.21 Industry sought this exemption even though the existing
exemptions in the Act already protected “trade secrets and commercial or financial information obtained
from a person and privileged or confidential”22 because it was feared that the Act’s existing exemption
language was too vague to reliably protect voluntarily shared information.23 While lawyers may quibble
whether or not this was the case,24 the important thing was that the lack of clarity in FOIA created an
obstacle to effective information exchange.  As Ronald L. Dick, former Director of the National
Infrastructure Protection Center has noted, “the question of whether in the abstract we could protect the
information becomes meaningless if the companies will not give us the information in the first place.
Many companies seek certain outcomes, and they don’t want to rely on a judge’s decision”25 or more
succinctly, “if the private sector doesn’t think the law is clear, then by definition it isn’t clear.”26

Critics of this provision argue that it is a dramatic increase in government secrecy.  However such con-
cerns are mistaken.  First, if pre-existing FOIA exemptions did, in fact, already protect such information,
then the amendment included in the Homeland Security Act merely clarified what was already a law.  If
existing law did not protect this proprietary information, industry would likely continue to abstain from
sharing it with government.  As a result, individual citizens would not be able to obtain it through a
FOIA request.  Simply put, no information that was previously public has been made secret.

The DHS has not yet released a final ruling on how it will manage voluntary submissions of critical infra-
structure information, but is currently accepting comments on a draft rule,27 which should meet the con-
cerns voiced by industry.  While the draft rule meets this important challenge it should also incorporate a
checklist that the program manager responsible for reviewing voluntary submissions will follow to deter-
mine whether the information submitted is truly related to critical infrastructure protection.  While the
ruling requires the program manager to make such a determination, increasing transparency over how
that decision is made is important in ensuring the spirit of the FOIA is not trampled on.  

Since the program details have yet to be finalized, it is too early to determine the impact of these exemp-
tions.  However, by providing the legal clarity business had long sought, a major hurdle to effective infor-
mation sharing has been removed.  The onus is now on industry to begin sharing more information with
the DHS and other federal lead agencies.  How industry responds to this burden will be instrumental to
the administration’s success in building a partnership with industry for critical infrastructure protection
and is necessary for a successful policy.  If industry fails to live up to its word and increase information
sharing after the removal of these obstacles, a dramatic shift in policy may be necessary and may need to
include more drastic measures, including regulation, to ensure a minimum baseline of security is met.
Such a policy, however, would likely be more expensive and less effective.

National Strategies

In addition to the creation of DHS, the Bush Administration has issued a series of national strategies with
implications for critical infrastructure protection policy including: the National Strategy for Homeland
Security in July of 2002, the National Strategy for the Physical Protection of Critical Infrastructures and
Key Assets in February 2003, and the National Strategy to Secure Cyberspace also in February 2003.  Of
these documents, the Physical Protection Strategy has the most direct impact on non-cyber infrastructure
protection efforts and presents three significant evolutions of critical infrastructure protection policy from
the pre-September 11 era.  First, the expansion of definition of critical infrastructure to include agriculture
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and food, water, public health, emergency services, the defense industrial base, telecommunications,
energy, transportation, banking and finance, chemicals and hazardous materials, postal and shipping and
key assets, which are defined as “individual targets whose attack – in the worst-case scenarios – could
result in not only large-scale human casualties and property destruction, but also profound damage to
our national prestige, morale, and confidence.”28 Second, an increased emphasis on physical security
measures; and finally, a further emphasis on the interdependencies between different infrastructures.

The Physical Protection Strategy reiterates the national policy outlined earlier in EO13231 and PDD-63 but
adds “public morale and confidence in our national economic and public institutions” to those things
infrastructure protection policy is intended to secure.  In order to protect critical infrastructure, the
Physical Protection Strategy outlines eight principles:

Assure public safety, public confidence and services;
Establish clear lines of authority;
Promote partnership between government and industry;
Encourage market-based solutions with limited government intervention when necessary;
Facilitating information sharing;
Foster international cooperation;
Developing new technologies to combat terrorism; and
Accomplish these tasks while safeguarding privacy and constitutional freedoms.  

More importantly the Physical Protection Strategy adopts a three-layer approach to securing critical infra-
structure consistent with these principles.  First, in recognition that not all infrastructures are equal, the
strategy seeks to identify and assure protection of “those assets, systems and functions deemed most crit-
ical for national operations.”  In order to determine which assets are the most critical the strategy calls
for the Department of Homeland Security to develop a “uniform methodology” for prioritization to be
used by federal, state, local and private sector entities.  Second, to secure those assets that may face an
immediate threat through better threat analysis and warning.  Third, to develop a collaborative environ-
ment to promote security in all sectors.  The Physical Protection Strategy also divides infrastructure pro-
tection priorities between those that would have systematic impacts if disrupted from those whose
destruction would cause significant consequences by themselves (referred to in the report as “key
assets”), and recognizes that vulnerabilities in infrastructure can be used to conduct direct attacks, pro-
mote indirect consequences, or to facilitate an attack.  As noted earlier, the long-term intent of the
Department of Homeland Security is to more fully integrate intelligence analysis into its critical infra-
structure protection mission, a position that is clear in the physical protection strategy.

The Physical Protection Strategy also seeks to delineate the responsibilities of the federal government,
state and local agencies and the private sector.  For itself, the federal government has reserved the role of
strategic planner, facilitator and coordinator and lays out eleven specific responsibilities:29

Taking inventory of the nation’s most critical facilities;
Ensuring cooperation between federal, state, local and private sector stakeholders;
Providing threat information, assessments and warnings;
Developing and implementing “multi-tiered” protection policies;
Exploring incentive programs;
Developing cross-sector and cross-jurisdictional practices;
Facilitating sharing of best practices;
Embarking on demonstration projects;
Research and development and technology transfers;
Education and awareness; and
Improving its ability to work with local responders and service providers.

In meeting these responsibilities, the Department of Homeland Security will play a central role as the
central interlocutor for other federal agencies, state and local governments as well as the private sector.
The DHS will also be responsible for defining the national strategies for physical and cyber critical infra-
structure protection and for cross-sector protection efforts which it breaks into five initiatives: planning
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and resource allocation, information sharing and indications and warning, personnel surety, research and
development, modeling, simulation, and analysis.30 Other federal agencies are supposed to provide
expert support to the Department in fulfilling its strategy.  State and local governments are expected to
undertake similar roles as the federal government, but focusing on the needs of their local communities
in addition to continuing their role as the primary first responders in the event of an attack.  None-
theless, the Physical Protection Strategy recognizes that the private sector remains its own “first line of
defense.”31 It calls on industry to reassess its security needs and investments in light of the terrorist
threat.  In fact, the strategy dedicates a section to analyzing the security challenges in each sector 
identified as critical.

However, in order to achieve this vision a number of hurdles still have to be overcome.  First, efforts to
construct the Department need to be accelerated.  Even though the Department was barely over 100 days
old at the time this article was written, the appointment and confirmation process of the DHS’s senior
leadership has gone painfully slowly, including those in the Information Analysis and Infrastructure
Protection Directorate.  Fortunately, personnel responsible for critical infrastructure protection policy prior
to the Department’s creation are still completing their missions, but staffing levels are low and are based
on pre-September 11 threat assessments and prioritization.  While one of the broad goals of the
Department is to improve effectiveness by reducing redundancy through consolidation, the significance of
the gains achieved by consolidation cannot be recognized until the Directorate is fully assembled.  

In addition, relying more heavily on information analysis as an enabler of infrastructure protection efforts
requires that intelligence reform measures that have just begun are successful.  The information analysis
section of the DHS will require direct, real-time access to intelligence reports, other terrorism related
information from the enforcement community, raw intelligence and enforcement data, and information
on vulnerabilities and protection efforts provided by the private sector.  Presently it is too early to deter-
mine if new programs designed to ensure that this information is provided to DHS, including the
Homeland Security Act’s FOIA exemption discussed earlier and the Central Intelligence Agency’s new
interagency Terrorist Threat Integration Center,32 will be successful.  Nonetheless, success in protecting
the nation’s critical infrastructure will be as dependent on reforms being conducted in the intelligence
arena as on any new programs to analyze and correct vulnerabilities. 

Conclusions

Overall, the Bush Administration’s approach to securing critical infrastructure is ample for meeting the
challenges posed by the division of responsibility for infrastructure protection between the private sector
and government and should lay the groundwork for an enduring relationship that will be sufficiently
flexible to meet an ever evolving threat.  The Freedom of Information Act and anti-trust exemptions in
the Homeland Security Act of 2002 should open the door to increased public-private communication.
Likewise, the establishment of the Department of Homeland Security and the issuing of the National
Strategy for the Physical Protection of Critical Infrastructures and Key Assets resolve many of the intera-
gency coordination efforts of the past and clearly establish the DHS as the central figure in the federal
government’s program.  In addition, both the Department’s structure and many of the priorities outlined
in the Strategy seek to significantly build on previous efforts.  The fusion of information analysis with
vulnerability assessments and closer cooperation offers the prospect of dramatically increasing the 
synchronization and comprehensiveness of the infrastructure protection efforts at all levels of government
and in the private sector.  In addition, the administration’s emphasis on cooperative partnerships over
regulatory action provides an opportunity to advance the causes of security and economic vitality 
hand-in-hand.

Nonetheless, both the Department and its plan are only in the earliest stages of implementation.  Much
will hinge on how quickly the myriads of federal agencies transferred to the Department are consolidated
into a focused effort.  This will depend in large part on the rapid appointment and confirmation of politi-
cal leadership for the Information Analysis and Infrastructure Protection Directorate and the relationship
it forges with the appropriate oversight committees in Congress.  Likewise, since so much of the adminis-
tration’s efforts hinge on information analysis, reforms in how intelligence is shared will be crucial to the
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success of the department’s efforts.  If the new Terrorist Threat Integration Center fails to overcome the
stovepiping of the pre-September 11 era, it will likely create a major obstacle for the administration’s crit-
ical infrastructure protection efforts.  Further, it has yet to be seen how industry will react to these initial
changes.  The main obstacles to increased communication have been removed, but the Department will
still have to work hard in order to sell its product and convince industry of its business value, particular-
ly as the attacks of September 11 begin to fade in people’s memories.  As a result, it is too early to judge
the success or failure of the administration’s new infrastructure protection efforts.  Certainly more can,
and should, be done -- particularly in the area of providing incentives -- but devising a bold plan and
constructing the Department’s infrastructure protection programs around it is a good first step.
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PUBLIC HEALTH & MEDICAL PREPAREDNESS FOR MASS TERRORISM

An Assessment of Federal Programs
Joseph A. Barbera, MD

Introduction

In this new era of potential mass
casualty consequences from ever
more threatening terrorism meth-
ods, the response issues facing the
public health and the medical com-
munities are daunting.  The tasks
involved in managing and respond-
ing to traditional mass casualty
incidents are already enormous.
But now, increasing prospects of
mass chemical, biological, nuclear,
radiological, and explosive
(CBRNE) attacks add issues that
include very unusual casualty
needs, responder protection con-
cerns, and unpredictable incident
parameters.  This paper therefore
addresses Health and Medical
Consequence Management pre-
paredness as it relates to federal
Homeland Security. This is perhaps the most difficult preparedness area, and yet also the most vital:
since the new goal of modern terrorism is no longer purely to create terror, but to effect mass assassina-
tion, it becomes imperative to develop a public health and medical capability that will absolutely mini-
mize the human casualty consequences of an accomplished terrorist act.  Additionally, mass casualty1

incident management is critical because the United States is not yet adequately prepared for the cata-
strophic medical impact of more common hazards, such as the massive earthquake in densely populated
areas of California, the Pacific Northwest, New Madrid (Missouri), Charleston (South Carolina), 
and Alaska.

Federal Public Health and Medical Preparedness Goals

As stated by Governor Tom Ridge in an address to the Associated Press in April 2002: 

The very first ‘mission’ in the President's Executive Order creating the Office of Homeland 
Security reads: ‘to develop and coordinate the implementation of a comprehensive national 
strategy to secure the United States from terrorist threats or attacks’.2

To accomplish this, the President defined four major “budget initiatives -- first responders, biodefense,
border security and information-sharing. The four were chosen because of risk management.” The
Governor explained the importance of bioterrorism: 

Bioterror has one of the highest rates of consequence, and our preparedness has historically 
lagged behind the threat.2

So how is this bioterrorism preparedness to be accomplished?  Goals were further elucidated by Secretary
of Health and Human Services Tommy Thompson:

…That federal, state and local government have come together on a unified plan to strengthen 
our public health system and prepare to respond to a terrorism attack… plans will usher in a 
new era of cooperation between all levels of government when it comes to protecting the public’s
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health… Secretary Thompson asked governors and three mayors, in conjunction with their health
departments, to develop comprehensive plans… to strengthen preparedness.3

Five months earlier, the Secretary had recognized that planning and preparedness for mass bioterrorism
had not, prior to this renewed effort, reached an acceptable capability.  At that time, he stated: 

HHS has been taking steps since 1999 to prepare for these challenges -- and the anthrax attacks 
of 2001 constituted a sudden test of these initial steps… the attacks also demonstrated significant
gaps… the need to move much more quickly in building the public health network…4

At that time, he announced the $1.1 billion initiative to upgrade state and local public health capacities
and capabilities for bioterrorism preparedness.  Funding was structured such that recipient jurisdictions
had to submit plans for how they would use the monies to improve bioterrorism detection and response
capabilities before the funding was released.  The Secretary’s 16 goals presented during this January 2002
press conference were further expanded, refined, and re-released five months later as the “17 critical
benchmarks” used to review the state and city plans presented to obtain the follow-on components of the
$1.1 billion package (see Table 1).

As noted by Benchmarks 15-17, HHS also recognized the need to address acute care medicine’s surge
capacity and integration into the emergency response community for bioterrorism preparedness in metro-
politan areas.  This funding component was targeted towards improving hospital care capacity and for
regional hospital plans.5

The acute medical care capacity goal was manifested further by the expansion of the HHS Metropolitan 
Medical Response System program: 

This additional funding, through the MMRS [Metropolitan Medical Response System] will help 
even more cities prepare for large-scale public health emergencies and ensure that more 
Americans will receive health services if a catastrophic event occurs.6

The MMRS program promotes increased medical capacity by encouraging coordination and integration of
all emergency response disciplines, including hospitals, clinics, and other acute medical care resources,
into a metropolitan response system.

Thirdly, the U.S. government, under the specific direction of President Bush, is developing a Medical
Reserve Corps (MRC) of retired healthcare workers to assist with surge capacity in a mass casualty inci-
dent:

One purpose of the USA Freedom Corps will be homeland security.  America needs retired 
doctors and nurses who can be mobilized in major emergencies…7

The MRC program is described in the Citizen Corps web site as:

The Medical Reserve Corps (MRC) Program coordinates the skills of practicing and retired 
physicians, nurses and other health professionals as well as other citizens interested in health 
issues, who are eager to volunteer to address their community’s ongoing public health needs 
and to help their community during large-scale emergency situations.

Local community leaders will develop their own Medical Reserve Corps Units and identify the 
duties of the MRC volunteers according to specific community needs…8

Other efforts are also ongoing, including those of the Veterans Administration, the National Institutes of
Health, and the National Guard Civil Support Teams, but this essay will focus upon the three primary
health and medical preparedness initiatives highlighted by President Bush and the Secretaries of
Homeland Security and Health and Human Services for bioterrorism response preparedness.
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Table 1: 17 Critical Benchmarks For Bioterrorism Preparedness Planning*

The individual state and city plans were reviewed based on criteria including 17 critical bench-
marks. The critical benchmarks are: 

I. PUBLIC HEALTH PREPAREDNESS (CDC)

1. Designate a Senior Public Health Official within the State health department, to serve as 
Executive Director of the State Bioterrorism Preparedness and Response Program. 

2. Establish an advisory committee with members from a variety of health agencies and 
first responders. 

3. Prepare a timeline for the development of a statewide plan for preparedness and response for 
a bioterrorist event, infectious disease outbreak, or other public health emergency. 

4. Prepare a timeline for the assessment of statutes, regulations, and ordinances within the state 
and local public health jurisdictions regarding emergency public health measures. 

5. Prepare a timeline for the development of a statewide plan for responding to incidents 
of bioterrorism. 

6. Prepare a timeline for the development of regional plans to respond to bioterrorism. 
7. Develop an interim plan to receive and manage items from the National Pharmaceutical 

Stockpile, including mass distribution of antibiotics, vaccines and medical material. 
8. Prepare a time line for developing a system to receive and evaluate urgent disease reports 

from all parts of the state (or city) and local public health jurisdictions on a 24- hour per day,
7 days per week basis. 

9. Assess current epidemiologic capacity and prepare a timeline for providing at least one epi-
demiologist for each metropolitan area with a population greater than 500,000. 

10. Develop a plan to improve working relationships and communication between Level A 
(clinical) laboratories and Level B/C laboratories, (i.e. Laboratory Response Network labora-
tories) as well as other public health officials. 

11. Prepare a timeline for a plan that ensures that 90 percent of the population is covered by the 
Health Alert Network (HAN). 

12. Prepare a timeline for the development of a communications system that provides a 24/7 
flow of critical health information among hospital emergency departments, state and 
local health officials, and law enforcement officials. 

13. Develop an interim plan for risk communication and information dissemination to educate 
the public regarding exposure risks and effective public response. 

14. Prepare a timeline to assess training needs--with special emphasis on emergency department 
personnel, infectious disease specialists, public health staff, and other health care providers.

II. HOSPITAL PREPAREDNESS (HRSA)

15. Designate a Coordinator for Bioterrorism Hospital Preparedness Planning. 
16. Establish a Hospital Preparedness Planning Committee to provide guidance, direction and 

oversight to the State health department in planning for bioterrorism response. 
17. Devise a plan for a potential epidemic in each state or region.  Recognizing that many of 

these patients may come from rural areas served by centers in metropolitan areas, planning 
must include the surrounding counties likely to impact the resources of these cities. 

* HHS Press Release 6 June 2002, available at http://www.hhs.gov/news/press/2002pres/20020606a.html 



Assessment of Progress on Stated Bioterrorism Preparedness Goals

Preparedness Assessment Metrics

Developing metrics to determine, with accuracy and validity, the actual preparedness level of federal,
state and local efforts is complex and difficult.  Indeed, an esteemed group of medical and related profes-
sionals had great difficulty addressing this task in an Institute of Medicine guided effort to provide advice
for evaluating the MMRS.9 It was recognized that evaluation of a program designed for very infrequent
mass casualty incidents can only be inferential, since little opportunity (fortunately) exists for direct
assessment of adequacy.

The issue is specifically the validity of metrics used to define the readiness and the capacity of health and
medical capabilities for a mass bioterrorism incident.  Validity is called into question because the evalua-
tive focus is a capacity to respond during an unexpected mass bioterrorism incident, which is very differ-
ent from everyday medical and public health experience.  Indeed, it has become quite clear that “emer-
gency public health” is distinct in concept and practice from “normal public health,” similar to the recog-
nition in the 1980s-1990s by the business community that “business crisis management” is distinctly dif-
ferent from “business management.”  The corollary to this is that using normal public health parameters
to assess emergency public health capability are immediately suspect, and there are few obvious, com-
monly occurring proxy situations for emergency response to major bioterrorism attacks.  To further
emphasize this concern, it has become readily apparent that the public health preparedness preceding
the anthrax dissemination incident of 2001 was woefully inadequate to manage the incident in the
National Capital Area, and yet this was not reflected in any informal metrics used by the CDC, National
Capital Area state and local public health authorities, the GAO and others who were assessing public
health preparedness for biological terrorism prior to October 2001. 

The United States has not experienced any further biological incidents or attacks to date.  Without expe-
riential success to demonstrate effective systems under actual circumstances, it is difficult to confidently
define valid inferential preparedness indicators.  What can be proffered, however, is that informal metrics
used by program managers in the past, some which continue to be used today, have no reliable pre-
dictability.  These include:

Dollars spent on preparedness as an indicator. The CDC in particular seems to often
measure its accomplishments by the amount of funding provided, without mentioning
the development, validation, and use of any evaluative proxies for preparedness capaci-
ties.  For instance, their Program in Brief series describes each of their initiatives related
to bioterrorism, but their response to “What has CDC accomplished?” reflects an inordi-
nate reliance on the dispensation of “funding” as a sign of accomplishment.10

Implementation and completion of training programs as a metric. Since most training
programs have undergone no rigorous or formal validity evaluation, it is not surprising
that the implementation of “training programs” and the completion of “training” by per-
sonnel don’t necessarily correlate with actual system performance during an incident.

Conferences, committee efforts, and the completion of Bioterrorism Response Plans.
Experience in many other areas of emergency management have demonstrated that these
also do not serve as valid proxies for response preparedness.11,12

Assessment of public health preparedness

Much change of direction has occurred in federal public health planning and preparedness since the
events of 2001.  Most are relatively new initiatives, and recognizing that it takes time to acquire funding
and direction for programs focused on improving state and local public health practice, it is difficult to
assess recent progress.

It is particularly difficult to comfortably assess any preparedness parameters by the CDC, and as an
extension state and local public health, based upon written guidance and plans.  Careful review of the
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CDC website (www.bt.cdc.gov) demonstrates many very insightful documents on specific hazard agents
(biological, chemical, and others).  These documents, however, generally have specific technical and nar-
rowly focused guidance (for instance, a flow-chart recommending notification sequences, or worker safe-
ty guidelines for anthrax).  It is difficult to find significant guidance for developing and implementing a
public health and medical response management system for bioterrorism, since a comprehensive system
description delineates processes for accomplishing objectives, and provides a detailed concept of opera-
tions.  For example, in reviewing the CDC document “Bioterrorism and Public Health Preparedness,”13 lit-
tle was found that recommends the application of operational processes for emergency response to
bioterrorism. 

Surveillance guidance is similarly superficial and operationally vague.  This is of particular concern since
there seem to be significant deficits in most current major surveillance programs, including lack of flexi-
bility, poorly defined analysis processes, and limited data collection/information dissemination methods.
Without clear CDC leadership in developing more defined surveillance system requirements, it is doubtful
that the U.S. will soon have adequate systems in place across the U.S.

With the markedly increased federal spending on public health, many federal, state, and local public
health initiatives are underway.  Overall direction at state and local levels, however, is often not clear.
What is least clear are well-defined systems, processes, and procedures to rapidly mobilize, efficiently
gather and analyze data to develop and maintain accurate epidemiological profiles, and coordinate 
widely disparate health and medical entities at the time of a mass bioterrorism incident.  

Even the 6 June 2002 “Public Health Preparedness 17 Critical Benchmarks...” guidance seems not to
emphasize the importance of incident management systems as the overarching need to effectively man-
age a bioterrorism attack.  In fact, each benchmark is presented as an individual item, and they are not
intuitively tied together to promote the development of a single management “system” to accomplish 
all 17 tasks. 

In an attempt to move beyond written documentation alone to assess federal public health preparedness
programs, the author evaluated proxy situations as metrics for assessing emergency public health and
medical response capability.  An attractive proxy is the current attempts to implement a smallpox vacci-
nation program across the U.S. under very urgent circumstances.  A successful program of this nature
requires effective incident management, information processing (including communications), and opera-
tional coordination across jurisdictions, which may be arguably similar to bioterrorism incident response
requirements.   The ability of federal, state and local health and medical systems to institute urgent
health evaluations, make decisions, and effectively and rapidly implement actions to accomplish the deci-
sions may be a valid reflection of emergency public health response capability.  

If the smallpox program is an acceptable metric, it reflects a significant gap between current capability
and the goals of HHS bioterrorism preparedness programs:

The decision process to develop the smallpox program was prolonged, with unnecessary
public disagreements by experts and political officials, including the appearance of exces-
sive influence of political factors on scientific/public health decisions.  The CDC has had
difficulty demonstrating definitive program leadership, and the many publicly circulated
“drafts” of the smallpox plan suggests the lack of an effective planning process.

Clearly defined problem issues such as personal and healthcare facility liability, 
workers compensation, and paid furlough for vaccinated healthcare workers, were not
rapidly addressed with resolution communicated effectively to the affected community,
causing consternation and a reluctance to participate in the smallpox vaccination pro-
gram.14,15,16 It must be recognized, however, that this was not primarily a problem caused
by federal health agencies or assets.  Liability protection, workers compensation cover-
age, and other issues require actions by other Executive branch agencies, and by
Congress.  A federal government mechanism to recognize and rapidly effect these cross-
departmental and Congressional actions will also be necessary for future unusual disease
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control (including bioterrorism), just as it would have expedited the current smallpox
vaccination effort.  What has also become clear from this experience is that attempts to
verbally minimize issues of concern to the state and local medical professionals (such as
liability and workers compensation coverage) will not resolve valid concerns.

A changing public message about the smallpox vaccination program, including conflict-
ing versions without readily apparent explanation, heightened public and healthcare
community concerns, and indeed appear to have significantly increased the difficulty in
obtaining vaccination consent by workers and by hospital authorities.17 Again, many of
these conflicting messages occurred through lack of coordination by non-health federal
agencies that extended beyond DHHS and CDC.  A federal mechanism to avoid this in
the future is essential to avoid public confusion and loss of confidence in authorities in a
major and fast-moving public health emergency.

Many state and local public health officials, as they struggle to implement the federal
smallpox vaccination program, describe the effort as an extraordinary burden, in many
cases severely curtailing work on regular public health activities and on other aspects of
emergency public health preparedness.18,19 Upon examination, it is suggested that some
of this burden may have been minimized by providing effective templates for organizing
and establishing vaccination centers, for standardized and widely available staff training
programs (validated after development and before release to program operators), and
information instruments for vaccinators, for orienting the public, and for addressing
issues and concerns of the targeted vaccine population.

The smallpox vaccine program “development and implementation as a metric” gains the appearance of
validity upon careful examination, because the demonstrated problems are distressingly similar to those
that were presented during the anthrax dissemination incident in 2001: poor data acquisition, ineffective
management decisions by health authorities and others, conflicting messages causing crises in confidence
among both the target population and responders, and greater than necessary efforts (due to program
inefficiencies) in order to accomplish identified tasks.

Assessment of hospital preparedness

With the 2002 funding for hospitals through the HRSA Hospital Bioterrorism Preparedness Program, the
federal government has for the first time financially acknowledged the critical infrastructure nature of
hospital preparedness for mass casualties.  HRSA money from this program has only very recently 
begun to reach hospitals in most states, so little progress to date can be assessed for this program.  
This is of concern, given the months of heightened interest by hospitals in improving response 
capacity and capability.  

Hesitancy in providing clear guidance to hospital planning (occurring at the state and local levels), and
the inefficient distribution of the allocated funding (again, a state and local issue more than federal),
risks re-alienating the hospital and private medical communities.  If the efficacy and effectiveness of the
process of state public health pass-through of HRSA funds to hospitals is a metric for integration between
the two communities, it should cause serious concern.  

Future HRSA funds must be rapidly provided to their target hospitals.  This future program funding, if
continued through state public health officers, should stipulate that the coordination of public health and
acute care medicine within its jurisdiction is a primary program goal, and efficient, effective, and
accountable distribution of funds from public health to hospitals will be a metric used to evaluate their
public health/hospital integration.  Guidance should also be more specific as to what the funds are sup-
porting, and provide a clear method to determine accountability for the funded capability.  The federal
efforts should always encourage the development of local funding streams to provide ongoing healthcare
preparedness for mass casualties, since this is not just a federal government concern, but an issue for
government at all levels.  

.
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Assessment of community/regional preparedness - the MMRS program

Review of MMRS plans suggest that this program has prompted closer planning between public health,
acute care medicine, and the more traditional public safety disciplines in MMRS locations.  In fact, this
may be the best-targeted and most effective federal preparedness program for promoting systems to
address the new era of CBRNE mass casualty threats.  It emphasizes an all-hazard approach to planning,
which promotes multi-use, sustainable capacities.  Several problems, however, are apparent:

Locals in at least some metropolitan areas continue to view the MMRS as a purely federally 
funded program, and complain that lack of continued federal support will result in their MMRS 
not being sustained.20 The program would serve better if it emphasized that the federal funds are
targeted for improving the coordination between local entities rather than primarily purchasing 
and maintaining equipment and supplies.  It should emphasize process, which should be 
developed so that it is sustainable at the local and regional levels without further federal funding.
Federal funding must also be carefully presented to avoid the current misconception that 
programs can be developed and then maintained only through federal dollars.21

The MMRS contracts are somewhat disjointed, lacking clear guidance for comprehensive
management systems and precise, easily monitored system capabilities.  The defined pro-
gram requirements are listed in a manner that is similar to those of Secretary Thompson’s
“17 Critical Benchmarks For Bioterrorism Preparedness.” The requirements are listed
individually, without promoting a single system of coordination and management, which
may be the most essential component for managing a large-scale bioterrorism incident.

The program requirements could be much more specific in the degree of capacity and
timeliness for the indicated process (such as notification).  They also could have been
delineated in a manner that made evaluation of MMRS contract performance more objec-
tive and meaningful, and the recipient jurisdictions more accountable for developing and
maintaining truly effective capability.

Assessment of the Medical Reserve Corps

This program is maintained under the Office of the Surgeon General (OSG), and the Office has to date 
provided little specifics on state and local program development.  The published guide (available at
http://www.medicalreservecorps.gov/guide.htm), for instance, provides only broad guidance.  Instead,
OSG has undertaken a strategy to provide $50,000 grants to a number of communities for demonstration
projects.  It is too early to determine the effectiveness of this program, but concern arises with any pro-
gram for developing and coordinating medical volunteers, who generally need detailed system structure
and administrative oversight to be effectively used in emergencies.  It is unclear that this type of detailed
mentoring or guidance will be forthcoming.

Future metrics for assessing preparedness  

As noted above, urgently developed and implemented preparedness programs and contingency prepared-
ness activities (similar to the current smallpox vaccination program) may be employed as preparedness
metrics.  Response to hoaxes and pranks may also provide proxy measurements, particularly for the
aspects related to the effectiveness and timeliness of notification, mobilization and coordination.
Objective evaluation of full-scale field bioterrorism exercises is another attractive source for investigating 
preparedness accomplishment.  For example, TOPOFF 2000 appears to have been considered a reasonable
metric indicating to some experts a lack of bioterrorism response preparedness.22 This view was evident-
ly also held by federal authorities, who have never released the formal after-action evaluation to the pub-
lic or the general response community.   Future similarly realistic full-scale bioterrorism exercises, includ-
ing the impending TOPOFF 2003, should have exercise evaluation carefully developed during the plan-
ning stage to accurately and objectively assess for bioterrorism response capability.  

Since “integration” of the many diverse medical and health assets is considered essential to bioterrorism
response, and it is well recognized that this doesn’t “just happen” and that good intentions alone are

.
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insufficient, program evaluators must be especially interested in developing proxy indicators for this com-
petency.  Validation criteria may be developed by searching for systems that legitimately promote effec-
tive integration of local, state and federal assets: it is the author’s opinion that few are currently identifi-
able in the public health/medical realm.   

Assessment of the Appropriateness of the Federal Goals: Recommendations

A discussion of the appropriateness of the federal goals in bioterrorism public health and medical 
preparedness must be framed by the realities of mass bioterrorism incidents and credible 
response requirements.  

Promoting state and local preparedness

In a sudden onset or rapidly progressing mass
casualty incident, the bulk of medical resources
required to make a difference in the affected
population’s health outcome must be rapidly,
almost immediately available for use.  This lim-
its the strategy of centrally stockpiling equip-
ment/supplies in a few locations in the U.S. and
developing fixed site specialty medical capabili-
ties for many types of patient needs. 

Careful analysis and understanding of the issues
makes it clear that while there must be an
urgency to prepare for terrorism at the national
level, including a national response plan, suc-
cessful response and incident management
requires effective local capability and capacity in the affected jurisdictions.  Federal goals incorporate an
understanding of this concept.  The federal difficulty in attempting to influence improvements in local
preparedness, however, is similar to the experience found in education: with the total federal funds so
small for each local entity, and the cost of developing and maintaining normally unused capacity and
capability so expensive, little federal influence occurs through current funding alone.  It may be that
more careful attention to the federal development of effective templates, to be considered by state and
local entities when accepting federal dollars, will more effectively advance local and state preparedness.
Templates are not detailed prescriptions of exactly how a jurisdiction must implement a capability, or
exactly what comprises that capability in an individual jurisdiction.  Rather, templates are explanations of
systems, and compilations of requirements for a defined system and its critical components.  How the
jurisdiction meets those requirements depends upon the unique historical, political, and interpersonal
characteristics of each jurisdiction.  Interfaces between jurisdictions, and up and down the federal-state-
local levels, must have clearly defined templates to ensure effective integration and coordination.
Templates must also guide jurisdictional authorities and responders toward the skills and capabilities that
must be both available and operational during a mass casualty incident, including biological terrorism
consequence management.  Properly constructed templates meet the concept described by Governor
Ridge when he spoke of state and local needs: “They want direction from us, not micromanagement.”23

Programs under DHHS are evolving in this important direction.

Establishing operational coordination between public health and acute care medicine

Public health and acute care medicine encompass very diverse resources, which are widely separated in
management methods, goals, funding, and operations.  It is essential that this reality be fully recognized
and better addressed in preparedness, since in a rapidly moving, high-stakes health emergency, the vast
majority of health and medical assets lie within the purview of acute care medicine, not public health, at
the local, state or federal levels.  An example of the pre-9-11 state of coordination between hospitals and
local public health is illustrated by a study done in West Virginia:

Reuters
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While nearly two-thirds [of county health directors - CHDs] rated their communication with 
hospitals as moderate to strong, a similar proportion stated they had no protocol for 
communicating with hospitals about a WMD event. Eighty-six percent of CHDs reported that no 
new collaborative efforts were directed towards the early identification of new or emerging 
infectious diseases possibly related to bioterrorism.24

Unlike fire, law enforcement, emergency medical services, and even public works, public health and
acute care medicine is not a discipline organized into a single jurisdictional response system, and is not
operationally connected at the local/regional levels through regularly tested mutual aid, planning, or
other similar activities.  Federal attempts to address this deficiency are therefore very appropriate.  They
may be more effective if they emphasize the importance of having in place effective management sys-
tems, rather than the current emphasis on individual, narrow training programs and initiatives.
Validated, effective public-private partnership templates are essential to accomplishing this objective.

Promoting capability for emergency response in public health – state and local

Public health, at the local and state level, has chronically been under-funded in terms of meeting its tra-
ditional public health commitments, and therefore attention to planning, preparedness, asset acquisition,
training, and exercise for emergency response have not received a balanced effort.  Over the middle
decades of the last century, major public health hazards such as polio, tuberculosis, lead paint, and other
hazards were eliminated from causing epidemics requiring large-scale mobilization and response.  As a
consequence of this public health success, public health as a capability has gradually evolved into a pri-
marily preventive mode.  Understanding of, and capability for, major mobilization and emergency
response faded.  Public health has been under-appreciated by other public safety responders as filling
any significant role, even in mass casualty emergency response to terrorism.  For example, little to no
public health presence existed at the 1993 World Trade Center Bombing, the 1995 Oklahoma City
Bombing, the Pentagon 9-11 response, and only late/awkward involvement occurred with NYC DoH in
WTC Ground Zero.  As a result of this lack of focus on emergency response, public health has generally
not participated, until very recently, in the evolution of the ICS-based coordination of emergency
response that has occurred nationally for fire/police/EMS/emergency management in many jurisdictions.
Unlike other public safety functions, public health and acute care medicine do not have widely imple-
mented mutual aid systems, they have little operational coordination with emergency management, and
they are not oriented to incident management methods.  These weaknesses were painfully apparent dur-
ing the anthrax dissemination event of 2001 in the National Capital Area.25 As public health incident
response capability is reconstituted, it must adjust to the new realities of modern response management,
technology, and additional “players.”  This is a very appropriate, important federal program goal.

The MMRS program is an excellent start in this direction, and has promoted the beginnings of integration
between acute medical care, public health, and public safety agencies in metropolitan areas.  Many
MMRS cities are attending to the issue, earnestly working to develop integration concepts, but without a
well-defined template are developing many misunderstandings and misconceptions.  MMRS templates
must be more tightly and comprehensively defined, and be particularly focused on “all-hazard/all-disci-
plines” management and information processing.  To accomplish this, a more widely applicable incident
management system and processes must be defined, ideally using an efficient working group process that
includes many disciplines and a geographic balance such as that used in the development of the FEMA
US&R System.  The system must effectively integrate public health and private medicine into manage-
ment processes with emergency management and the other emergency response disciplines.  Again,
Governor Ridge manifests an understanding of these concepts: 

‘Comprehensive.’ We must wrap our arms around every aspect of homeland security. 
Our strategy must not just raise questions, but provide solutions.27

The Institute of Medicine report on the MMRS concludes with an excellent assessment of the 
MMRS (page 170):

The importance of the MMRS program effort is no longer equivocal, questionable, or debatable.  
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The philosophy that it has developed has become an essential and rational approach …  The 
enhanced organization and cooperation demanded by a well-functioning MMRS program will 
permit a unified preparedness and public health system with immense potential for improved 
responses not only to a wide spectrum of terrorist acts but also to mass casualty incidents 
of all varieties.

Promoting capability for emergency response in public health – federal

Federal public health and medical capability has also not, in the past, been organized for a single system
emergency response to assist state and local authorities.  The public health component has traditionally
been organized through the CDC, with response generally routed through networks forged by the CDC
and state public health offices in non-disaster situations.  These coordination routes have not blended
easily into a wider, federal-state coordination mechanism during major emergencies.  Federal authorities
must organize to have the federal public health and medical assets train and respond in a coordinated
fashion, and be capable of interfacing as a single organized entity with state and local assets, using the
same mechanisms during preparedness that will be used during an alert and a response.  It is particular-
ly important that the CDC better organize to manage its assets during emergency response and integrate
into the overall federal health response.  A focus by the CDC on having an effective emergency response
center indicates positive movement on this critical issue.28

Other federal medical assets generally have been organized and deployed through the Office of
Emergency Response (OER), formerly Office of Emergency Preparedness, of the U.S. Public Health
Service.  These are managed through the National Disaster Medical System and its component response
capabilities: Disaster Medical Assistance Teams (DMATs), Commissioned Corps Reserve Force (CCRF),
Disaster Mortician Teams (DMORTs), National Medical Response Teams (NMRTs), etc.  The majority of
these medical assets (except for the CCRF) are drawn from the non-governmental medical realm at the
time of need and are processed into temporary federal employees for the response.  They were coordinat-
ed during response through a Management Support Team under the USPHS Office of Emergency
Response (which in the past did not coordinate closely with CDC deployed teams).  DMATs and other
OER teams become directly managed through the local incident management system once they are
assigned in the incident.  This process has worked well, but team organizational, training and equipment
efforts have traditionally been very under funded.  OER has transitioned to the new Department of
Homeland Security.  NDMS and the DMAT programs have transferred with them.  The CCRF and MRC
have remained under the Office of the Surgeon General (DHHS) but will be deployed through OER.  It is
unclear how well this split of medical assets between the two federal agencies will be supported and
coordinated during maintenance and response.  Federal goals that are evolving under DHHS (particularly
through the recently created Office of the Assistant Secretary for Public Health Emergency Preparedness)
and the new Department of Homeland Security indicate that federal deployment of health and medical
assets will be more tightly coordinated in the future, and this is a very appropriate goal.

The federal interface with local resources must be clearly defined as “in support,” following the effective
practices of other federal emergency response assets over the past many decades.  Any confusion in this
role (as occurred with the CDC and Washington DC public health authorities during the 2001 anthrax
incident) must be carefully avoided.

Improving preparedness in healthcare facilities and other acute care medical assets

Most local acute care medical assets are private, and even governmental medical resources are not opera-
tionally associated with public safety.  Severe economic pressures of the past several decades have
reshaped medical care resources into modern businesses, with efficiencies such as bare minimal staffing,
just-in-time resources, and restructuring to eliminate costly and poorly performing (from an economic
standpoint - not a clinical one) specialty capabilities.  

All of this has led to extremely restricted surge capacity (the volume of patients that can be evaluated
and appropriately managed) and capability (the provision of medical and health specialty care that are
not regularly available at the location where they are established - burn care, pediatric care, decontami-
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nation, and others).  Little or no funding can be directed from operational income into emergency pre-
paredness, and with increased administrative burdens due to the decrease in staffing, hospital adminis-
trators and clinical staff have more restrictions upon their time.  

The old ideas of emergency preparedness, preparing for traditional types of multiple casualties such as
blunt trauma victims in a bus accident, do not apply well to the new concerns of truly mass casualties,
with unusual hazard types and patient problems.  New systems and capabilities are needed, but few in
the acute healthcare community have a background that provides an operational understanding of the
needs, let alone efficient, effective development processes to adequately address those needs.  Funding
issues during response must also be addressed, again highlighting the needs for an effective, over-arching
single management system for all health and medical assets in a jurisdictional incident response.  The
author has co-developed such a conceptual incident management system,29 incorporating the successful
management and information processing concepts of the Incident Command System.  The project was
supported by the Alfred P. Sloan Foundation (upon the recommendation of a senior official in the Office
of Homeland Security), and both the new Department of Homeland Security (DHS) and DHHS are con-
sidering the product for application.  While DHS and HHS are promoting the implementation of this type
of system in local and regional jurisdictions across the U.S., it is unclear how the federal agencies intend
to accomplish this goal.

Future HRSA program funding, if continued through state public health officers, should stipulate that the
coordination of public health and acute care medicine within its jurisdiction is a primary program goal,
and efficient, effective, and accountable distribution of funds from public health to hospitals will be a
metric used to evaluate their public health/hospital integration.  Guidance should also be more specific
in what the funds are supporting, and provide a clear method to determine accountability for the funded
capability.  The federal efforts should also encourage the development of the concept of local funding
streams to provide ongoing hospital and healthcare preparedness for mass casualties.  This is not just a
federal government concern, but an issue for government at all levels.  

Conclusions

It is important to note that many of the currently concerning CBRNE threats have never been widely
experienced during the modern medical era.  Exact medical and health needs during a response are
therefore poorly understood and, as occurred during the anthrax dissemination incident of 2001, will
need to be determined during the specific event.  This highlights the importance of having data collection
and analysis capacity, paired with excellent clinicians and epidemiologists, all of which can be rapidly
organized as an event is recognized.

With this backdrop, the federal government has embarked upon an ambitious undertaking of developing
“adequate” capabilities for public health and medical consequence management.  From the themes that
run through HHS press statements since 9-11-01, it is clear that the federal government is focusing in
appropriate directions and addressing many of these identified deficits.  Changing prior courses, develop-
ing fresh ideas and concepts to address the new realities and overcome preparedness obstacles, imple-
menting programs that cross many culturally and operationally diverse disciplines, are daunting tasks,
akin to trying to rapidly maneuver a battleship.  One must accept that visible change in consequence
management health and medical capability will appear slower than desired, but must continue as a
steady, relentless, and permanent process.

It is most important for federal health authorities, and the new Department of Homeland Security, to con-
tinue to promote vigorously the development of new, overarching systems that can coordinate both pre-
paredness and response across many disciplines and wide geographic areas.  Indeed, GAO has identified
this as important across all federal government programs, but they specifically emphasized how impor-
tant it is for homeland security:

In most federal mission areas -- such as homeland security…national goals are increasingly 
achieved through the participation of many organizations.  State and local governments, 
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nonprofit institutions and governing bodies, all play a vital role in formulating and implementing
federal initiatives.  Promoting effective partnerships with third parties in the formulation and 
design of complex national initiatives will prove increa singly vital to achieving key outcomes, 
such as protecting the nation from the threat of terrorism.30

These concepts appear to be well understood by top federal authorities.  This includes Governor Ridge,
as reflected in his 29 April 2002 statement:

‘National strategy.’ That's national, not federal. That means the states and localities, the private 
sector and academia, and the American people will [help] make it happen. 

To effect this intention, clearer templates for implementing cross-disciplinary and multi-level government
coordination must be established and disseminated.  While other more focused improvements are also
necessary, having a truly effective, over-arching single management system for all health and medical
assets in a jurisdictional incident response should be identified as a threshold capability necessary for
successful incident management and for maximizing the benefits of the many other improvements cur-
rently underway.  Mr. Jerry Hauer, Acting Assistant Secretary of Health for Public Health Emergency
Preparedness, expressed this philosophy well: 

“So much of the federal money over the last three years that has come out of the terrorism pro-
grams has gone for toys...[not] for building systems,” he told the HHS Council in 
August [2002].31

Many indicators suggest that the responsible federal government departments are moving in the correct
directions:  

Key personnel positions have recently been filled with experienced, respected emergency
management and response experts, particularly at the DHHS Assistant Secretary for
Public Health Emergency Preparedness32 and the DHS Director of the Office of Emergency
Response.  

Many planning meetings, particularly in public health, have been accomplished recently,
with evidence of a renewed earnestness in addressing preparedness deficiencies.  

Mass casualty terrorism will be an enduring threat.  Preparedness to meet that threat must become and
remain real, and be assimilated into the all hazard funding for disaster preparedness at all levels of govern-
ment: “federal funding” for state and local programs should transition to federal, state, and local sharing of
expenses for mass terrorism health and medical consequence management, reflecting the new reality that
this is a permanently expanded public safety requirement to “protect American families.”33

Funding for public health and medical preparedness, training, equipment purchases and other activities
must be refocused so that it is dispensed only for resources that fit within the defined systems.  The current
“training” glut, for instance, has been relatively useless, since federal funding sources do not require the
contractors to first define the “systems” upon which they are basing their training, and since contractors
are not required to include training on systems development, even though the trainees do not have the sys-
tems and don’t intuitively know how to construct and maintain the systems upon which they are “trained.”

One cannot fault the earnestness of the health and medical preparedness effort, or the intensity of both the
federal and overall national effort itself.  But much in the past has been misguided and redundant, and has
allowed very large preparedness gaps to remain uncovered.  We need truly interdisciplinary, all-hazard,
one-system planning and preparedness.  This will only occur through effective federal guidance, with
accompanying, carefully presented templates and funding initially proffered by the federal government.

.

.



43Appendix 1

Appendix 1: An Assessment of Federal Critical Infrastructure Protection
Efforts Since September 11
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EXECUTIVE SUMMARY

Since September 11, 2001, the nation has been struggling with the problem of responding to an
ill-defined but potentially very large and complex terrorist threat. Initial homeland security
efforts have sought to address obvious deficiencies in airline security, border controls, defense
against weapons of mass destruction and the capabilities of first responders.  Billions of dollars
have been budgeted to provide additional personnel, equipment and training in these areas. A
new cabinet department, the Department of Homeland Security, has been created. A special
Terrorist Threat Intelligence Center is being created.

Despite these efforts, most experts give the administration only passing marks for their home-
land security efforts. Much of the current literature on homeland security tends to focus on the
magnitude of the problem.  They criticize the administration's slow progress in addressing
these many potential threats. 

These judgments are not entirely fair. Threats appear almost endless and overwhelming. Absent
adequate threat assessments it is difficult for the new Department to establish sensible priorities
for addressing possible vulnerabilities.  Without a good set of metrics, it is also impossible to
know whether the American people are safer today than they were on September 10, 2001.
Thus, it appears to some as if the only way of enhancing homeland security is to spend and do
more in every area and against all possible threats.

These four essays present refreshingly different perspectives on what has been accomplished in
homeland security to date and what more needs to be done. Dr. Loren Thompson provides a
cogent case for the importance of public education and communications, an oft-overlooked area
of homeland security. His essay emphasizes the role of strong leadership in providing the reas-
surance that the public needs in an era of terrorist threats.  Dr. Martin Libicki makes the case
that the nation may be much less vulnerable to cyber attack than has been suggested in most
public analyses.  He suggests that a set of limited measures, largely in the hands of the private
sector, could be sufficient to provide robust protection.  Mr. Michael Scardaville thoroughly
assesses federal critical infrastructure protection efforts employed since September 11.  While
applauding the early stages of the administration's approach to securing critical infrastructure,
he acknowledges that long-term success hinges on both the ability of numerous federal agen-
cies recently transferred to the Department of Homeland Security to quickly consolidate into a
focused effort.  It will also depend on continued improvements in how intelligence is shared.
Dr. Joseph Barbera looks broadly at the problem of managing catastrophic terrorist events.
Such events, involving the use of chemical, biological, radiological or nuclear weapons can be
expected to result in injury to thousands, even tens of thousands.

The essays are part of a study conducted by the Lexington Institute to assess the state of home-
land security more than a year after September 11, 2001.  Other analyses examined such topics
as border and transportation security, defense against weapons of mass destruction, infrastruc-
ture protection and the role of the military in homeland security.  Each sought to address the
progress made to date in reducing the homeland's vulnerability and to identify steps that still
need to be taken.  The Lexington Institute plans to publish additional essays over the course of
the year.






