
According to the U.S. Department of Energy, “Our 
century-old power grid is the largest intercon-

nected machine on Earth, so massively complex and 
inextricably linked to human involvement and endeavor 
that it has alternately (and appropriately) been called 
an ecosystem.”1  The grid today utilizes over 360,000 
miles of transmission lines, including approximately 
180,000 miles of high-voltage lines, connecting to over 
6,000 power plants.2

This system has been an important economic driver for 
more than 100 years, although over just the past decade 
and, in very visible fashion, Americans of nearly all ages, 
backgrounds and income levels have borne witness to 
an amazing increase in electricity consumption at the 
individual user level. This increase is primarily driven 
by high standards of living and disposable income that 
afford widespread use of multiple personal electric 
devices such as laptop computers, cell phones, and 
internet modems, each of which is nearly always on 
and/or constantly recharging. There are also several 
million fully electric on- and off-road vehicles that are 
served by the same electrical power grid, with the 
number increasing every day. 

And yet even though we have such tremendous reliance 
on our persistent access to widely available and relatively 
affordable electrical power, all too few of us understand 
how the power generation, transmission, and delivery 
systems work and – crucially – how severe the conse-

1  The Smart Grid: An Introduction, U.S. Department of Energy, 
Washington, DC, December 2008.

2  U.S. Department of Energy, Large Power Transformers and the 
U.S. Electric Grid, June 2012, p. 5.

quences would be if the grid were to fail us for any 
prolonged period. 

Those consequences – which could include food and fuel 
shortages, massive transportation and telecommunica-
tions disruptions, and a lack of access to bank machines 
or use of credit cards – could radically affect individuals, 
businesses, and governments over a prolonged period. 
Understanding how the system works is the first step  
in determining if, how and to what degree to address 
significant risks. It is worth examining how our national 
power grid actually works today.

The essenTial Role of The noRTh 
ameRican elecTRical PoweR GRid 
The role of the electrical grid in our economy is so 
significant that it was named as the “greatest engineer-
ing achievement of the last century” by The National 
Academy of Engineering.3 Indeed, without the electrical 
grid much of the amazing industrialization and economic 
progress of the past century would not have been possible. 
This central role as a truly modern miracle and essential 
piece of the economy is evident because the electrical 

3 Joel Achenbach, “The 21st Century Grid: Can we fix the 
infrastructure that powers our lives?”, National Geographic, July 2010.
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Since 1982, growth in peak demand for electricity – 
driven by population growth, bigger houses, 
bigger TVs, more air conditioners and more 
computers – has exceeded transmission growth 
by almost 25% every year. 
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grid serves as the physical connection between the 
supply of broader global energy resources and the 
energy demands of end-users of electricity here in the 
U.S., whether those users are individuals, businesses, or 
Federal, state and local governments. 

At the same time, the grid is an essential element of the 
interdependent transportation, communication, water 
and other necessary services infrastructures upon which 
so much of our economy relies because it serves as the 
primary and preferred power supply for such critical 
elements as fuel pumps, traffic signals, the air traffic 
control system, and radio and cell phone towers. 

Beyond routine operations, however, in practical terms 
electricity plays an even more fundamental role in 
preserving the life and safety of all Americans. Indeed, 
the role of electricity in sustaining normal daily opera-

tions during crises can hardly be overstated, reaching 
across all the necessities of modern life (e.g., enabling 
transportation, 24-hour business operations, running 
hospital equipment, and powering First Responder 
dispatch systems) as well as numerous conveniences 
(e.g., air conditioning, cellular telephone networks, and 
refrigeration for food). 

This truth is all the more relevant during prolonged 
disruptions and any period when weather or other 
additional challenges are also a factor in sustaining life, 
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a case sTUdy: noRTh ameRica’s 2003 PoweR BlackoUT

On August 14th, 2003, an estimated 50 million people 
experienced loss of electrical power in large portions of 
the Northeast and Midwest United States and Ontario, 
Canada. Electrical power was not restored for four days 
in parts of the United States, and parts of Canada suffered 
rolling blackouts for over a week. The estimated economic 
loss from this blackout was $6 billion in the United 
States. Canada’s GDP was down 0.7% in August, with  
a net loss of 18.9 million work hours and Ontario’s 
manufacturing shipments were down $2.3 billion 
(Canadian dollars).

The cause of the blackout was a series of cascading events, 
beginning with high voltage power lines in Ohio sagging 
due to high-use in summer heat. After 2 pm (EST) on 
August 14th, the first of four different power lines hit 
over-grown trees in Ohio, which caused them to “fault,” 
or shut down. The first fault should have triggered an 
automatic alarm in the control room at FirstElectric, the 
Ohio-based company responsible for this line, but the 
alarm system failed to activate. Additionally, FirstElectric 
had failed to install adequate sensors in their system, 
limiting their ability to assess their grid’s failure as it 
quickly spread. The limited information FirstElectric 
received prevented adequate situational awareness of 
about their outage, and the effects it would have on 
their neighboring electrical grids. The interconnected 
grids throughout the Midwest and east coast were unable 
to compensate for the rapid deterioration stemming from 
FirstElectric’s initial failures. The cascading failure left 
50 million people without power in a matter of minutes. 

In post-event analysis it was determined that the blackout 
reflected policy weaknesses as well as a combination  
of human error and technical equipment failures. For 
example, prior to the 2003 blackout, the not-for-profit 
North American Electrical Reliability Commission 
(NERC) had set voluntary standards for important 
resilience enabling regulations, such as tree trimming 
and reliability of remote sensors that allow for control 
room situational awareness. Training for control room 
operators was varied and at times inadequate, and 
communication of system failures to the interconnected 
neighboring grids was limited.

In 2005 Congress expanded the role of the Federal Energy 
Regulatory Commission (FERC) by requiring it to enforce 
new reliability standards solicited from NERC. The FERC 
was given an increase in responsibility and authority for 
ensuring regulatory standards, and is now focused on 
the “Three T’s,” Trees, Training, and Tools. Importantly, 
FERC can impose fines up to a million dollars per day 
for a single infraction, such as an over-grown tree. 
Additionally, improvements in technology, such as the 
use of new Phasor Measurement Units, have increased 
the possible visibility of the electrical grid’s status. These 
small boxes can be installed on the server racks at electrical 
substations, and communicate the stability of a power 
line’s voltage and wattage. In the case of failures, the 
blackout can be smaller and localized before spreading 
throughout the interconnected grid.

Sources: 
U.S. Department of Energy, FERC, NERC, BoingBoing.net

Without our ‘always-on’ power grid we would 
have to rely upon smaller and less reliable systems 
or significantly less efficient and less widespread 
micro-generation.

https://reports.energy.gov/BlackoutFinal-Web.pdf; www.scientificamerican.com/article.cfm?id=2003-blackout-five-years-later
www.ferc.gov/about/about.asp;
www.nerc.com/page.php?cid=1|7
 boingboing.net/2012/08/03/blackout-whats-wrong-with-t.html?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+boingboing%2FiBag+%28Boing+Boing%29&utm_content=Google+Reader.
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such as extreme high or low temperatures. As a result, 
the energy sector as a whole – and electrical power in 
particular – represents a highly interdependent and very 
valuable and critical segment of our overall economy.

how iT woRks: elecTRical PoweR  
GeneRaTion & disTRiBUTion
Power plants produce electricity from the conversion of 
primary energy sources such as coal, water, natural gas, 
oil, and nuclear power into electricity that is then 
distributed via a system of transformers, high voltage 
transmission lines, and distribution lines. 

The key processes of the electricity segment involve 
four major areas:

1. inputs: In order for coal to be used by power plants 
to create electricity it first must be mined and trans-
ported to the power plants, often via rail car. 
Hydroelectric sources are often controlled through 
dams that regulate the flow of water into the plant, 
but as with coal, oil and natural gas supply chains 
involve production (i.e., extraction), shipped via 
tanker or pipeline to a refinery, and then transported 
by truck, ship or pipeline to the power plant. The 
material for nuclear plants must also be mined, 
processed and transported. The linkages across 
sectors are thus apparent from the very beginning 
of the electricity production process. 

2. Generation: Power is generated by approximately 
5,800 major power plants and numerous other 
smaller generation facilities across the country. 

3. Transmission: As power is generated it cannot be 
stored, the grid lacks the capability to store it. Rather 
it must be immediately transmitted to local substa-
tions along a network of high voltage wires connect-
ing the site of generation to the population centers 
that need the power. The U.S. has a fragmented 
distribution network, however, because within the 
mainland U.S. three sectors comprise the so-called 
“national grid”described below.

4. distribution to end Users: The end users of electricity 
include practically all public and private sector 
entities, including emergency services, government 
facilities, private sector manufacturing and other 
businesses, and the general public. While some high 
volume electricity users have specialized substations 
on their own premises, generally the retail electrical 
system relies on local/regional power companies 
that connect to the national grids described above 
via substations and then deliver electricity the final 
few miles to the end users.4 

oUR elecTRical PoweR “GRid” is Really 
foUR (BaRely) inTeRconnecTed GRids
While the power generation and delivery process 
described above seems reasonably straightforward,  
in practice many economic, geographic and histori-
cal practicalities complicate the interoperability of our 
“national power grid”, as manifested in the fact that the 
U.S. and Canada are served not by a single grid as much 
as by four inter-locking regional grids, the Eastern, 
Western, Texas, and Quebec systems, as depicted below:

fuel sources of Us electricity Generation, 2011

Source: US Energy  
Information Administration



4
Ensuring the Resilience of the U.S. Electrical Grid – Part I

Significantly, while these regional grids are technically 
connected to a small degree they are not in fact integrated 
in terms of the ability to share large amounts of power. 
As a result, in the event of a prolonged disruption to any 
of the single discrete segments of the North American 
power grid today it would be both very desirable and 
essentially technically impossible to have the remaining 
grids share their power across and into the affected grid. 
There are some pilot projects looking to test the feasibility 
of making these systems more interoperable, the capability 
is not there at this time. 

While this does have the potential benefit of limiting 
any cascading failure from taking out the entire nation’s 
power supply, that will be of little comfort to any of the 
tens of millions of individuals and businesses that may 
be affected for weeks or months until the problems in 
any given affected regional grid are remedied.

BolsTeRinG sysTemic Resilience
According to the American Society of Civil Engineers, 
“If future investment needs are not addressed to replace 
and upgrade our nation’s electric generation, transmis-
sion and distribution systems, then costs will be borne 
by both households and businesses. These costs may 
occur in the form of higher costs for electric power, or 
costs incurred because of power unreliability, or costs 
associated with adopting more expensive industrial 
processes”.5 These shared costs require concerted 
preventive and mitigation efforts.

As a result of all these costs – and the growing risk profile 
when the above hazards are considered in isolation and 
collectively – it is clear the modernization of our infra-
structure and shift towards a “smart grid” to increase 
our awareness of what is happening and why is well 
deserving of our attention and interest. Marshaling the 
willpower to positively impact the system will require a 
national conversation and should be focused on using 
the principles of systemic resilience to ensure  
the continuing operation of the system regardless of the 
nature of the threat or hazard. 

This approach of focusing on resilience includes invest-
ments in basic solutions such as interchangeable parts for 
major capital equipment as well as new technologies to 

4 American Society of Civil Engineers, “Failure to Act: The 
Economic Impact of Current Investment Trends in Electricity 
Infrastructure”, April 26, 2012, p.4.

5 American Society of Civil Engineers, p.42.

enable the storage of energy to use as surge capacity 
during disruptions and increased real-time awareness of 
what is happening in and through the power grid with 
increased use of “smart” devices and better tracking  
of energy demand, delivery and usage patterns. 

Despite the significant and growing risks described above 
there does not seem to be sufficient political awareness 
to support the kinds of broad-based infrastructure 
investments that would genuinely secure and protect 
our ability to ensure continued easy access to electrical 
power for the coming decades. This includes multi-
billion dollar investments in everything from refreshed 
generation capacity and new power plants to redundant 
distribution networks using new, modular parts to smart 
meters that can identify and help isolate disruptions and 
anomalies. Responsibility for paying for these invest-
ments, between energy consumers and taxpayers, must 
be established.

While estimates of the costs to develop these solutions 
range from several hundred billion to $1.4 trillion over a 
decade, this cost is put into perspective when consider-
ing the estimated $119 billion of productivity losses each 
year due to power disruptions and outages – losses that 
may be rising significantly as the severity of each 
incident and the likelihood of those incidents both 
increase. Regardless, the discussion is because while the 
impacts are wide spread they are also cumulatively 
significant. Infrastructure development and other long- 
 lead changes will take years or decades to implement, 
meaning if we are to address them the public discourse 
that could lead to such improvements needs to start, 
and start soon.

Next:  Part II –  
Persistent and Growing Risks to the Grid
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